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            h ank  you for tak ing th e  tim e  
            to read th rough  our first is sue  
            of O 3 M agazine . O 3 is  an 
            electronic publication 
dedicated to open source  Enterpris e  
Data Netw ork ing solutions . Each  
m onth  O 3 w ill look  at all aspects  of 
enterpris e  data netw ork ing from  
netw ork  level solutions  such  as  
firew alls, routers , sw itch ing to s e rver 
s ide  applications  such  as  Fre eRadius , 
O penLDAP and Apach e .
  O ur goal at O 3 is  to introduce 
Enterpris e  Data Netw ork ing 
tech nologie s  to sm all and m edium  
s ized bus ine s s e s , discus s  open 
source  solutions  for providing th os e  
tech nologie s  and to provide  th e  
tech nical inform ation on h ow  to 
deploy and m aintain th os e  solutions . 
O 3 h ow ever is  not just targeted at 
sm all and m edium  s ized bus ine s s , 
th e  solutions  w e  discus s  are  already 
deployed in m ost large bus ine s s e s , 
governm ent agencie s  and 
educational institutions , not 
nece s sarily open source  solutions  
th ough . CIO s , CTO s, IT 
m anagem ent and staff at larger 
entitie s  w ill benefit from  exposure  to 
low er cost open source  alternative s .
  I don't personally s e e  th e  point of 
prom oting open source  solutions  if 
you do not us e  th em  yours elf, as  
such  O 3 is  de s igned, developed and 
publis h ed us ing open source  
tech nology exclus ively. Every article 
in O 3, including th is  editorial is  
w ritten in O pen O ffice  
(w w w .ope noffice .org) under Linux, 
th os e  articles  are  th en im ported into 
Scribus  (w w w .scribus .org.uk ), w h ile 
graph ics  artw ork  is  created w ith  th e  
Gim p. Scribus  is  us ed to export th e  
com pleted publication in PDF form at.

  Each  m onth  O 3 provide s  a round 
up of open source  events , as  w ell as  
an upcom ing event calender, w e  h ave 
done  our be st to track  dow n as  m any 
m ajor events  as  pos s ible, but if you 
h ave an event, w h eth e r its  a local 
LUG m eeting or a full scale trade  
s h ow  w e  w ould lik e  to h ear about it. 
O 3 also provide s  an “O pen Source  
Report”, th is  is  a s h ort round up of 
intere sting open source  softw are  th at 
h as  be en releas ed over th e  past 
m onth .
  Each  is sue  of O 3 feature s  Security, 
Internet, W eb Tech , Bus ine s s , 
Netw ork ing, VoIP, Netw ork  
Applications  and Netw ork  Security 
colum ns . Th is  first is sue  of O 3 is  
m ore  of an introductory is sue , 
starting next m onth  (Decem ber) each  
is sue  w ill h ave a particular th em e . 
For Decem ber it is  rapid w eb 
application developm ent.
  W e h ave an exciting line  up for 
2006, in th e  first q uarter w e  w ill be  
look ing at Linux on th e  zSerie s  
m ainfram e, including a first look  at 
som e  new  innovative Linux solutions  
for th e  zSerie s . A detailed look  at 
netw ork ing tech nologie s  in Linux 
including O SPF, RIP and BGP, as  
w ell as  a look  at providing end to 
end QoS solutions  w ith  Linux. W e 
w ill w rap up Q1 2006 w ith  a 
detailed look  at O pen Source  
Teleph ony.
  Finally, I w ould lik e  to tak e  a 
m om ent to th ank  our advertis e rs  
w h o very graciously put th e ir nam e s  
on a brand new  m agazine . Enjoy th e  
is sue  and fe el fre e  to s end fe edback .

and s o it be gins ...

RIGH T NOW  YOUR COMPETITORS ARE PITCH ING LINUX

TO YOUR CUSTOMERS, W H Y AREN'T YOU?

BY JOH N BUSW ELL
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EVENTS

NOVEMBER EVENTS

OPEN SOURCE DATABASE CONFERENCE

 NOVEMBER 8, 9  2005

 FRANKFURT, GERMANY

H TTP://W W W .OPENDBCON.NET

LINUXW ORLD EXPO

 NOVEMBER 9 , 10 2005 (UTRECH T, NETH ERLANDS)

 NOVEMBER 15 - 17 2005 (FRANKFURT, GERMANY)

 APRIL 3 - 6 2006 (BOSTON, UNITED STATES)

H TTP://W W W .LINUXW ORLDEXPO.COM

SC|05 (SUPERCOMPUTING CONFERENCE)

 NOVEMBER 12 - 18 2005

 SEATTLE, W ASH INGTON, USA

H TTP://SC05.SUPERCOMPUTING.ORG

IP.4.IT

 NOVEMBER 14 - 16 2005

 LAS VEGAS, NEVADA, USA

H TTP://W W W .IP4IT.COM

GULEV

 NOVEMBER 17 - 19  2005

 VERACRUZ , MEXICO

H TTP://W W W .GULEV.ORG.MX

FOSS.IN (INDIA'S PREMIER OPEN SOURCE EVENT)

 NOVEMBER 29  - DECEMBER 2ND

 BANGALORE PALACE, BANGALORE, INDIA

H TTP://W W W .FOSS.IN

UPCOMING EVENTS (DECEMBER)

OPEN SOURCE DEVELOPERS CONFERENCE 2005
 DECEMBER 5 - 7 2005
 MELBOURNE, AUSTRALIA

H TTP://W W W .OSDC.COM.AU

APACH ECON 2005
 DECEMBER 10 - 14 2005
 SAN DIEGA, CALIFORNIA, USA

H TTP://W W W .APACH ECON.COM

INTEROP

 DECEMBER 12 - 16
 NEW  YORK, USA

H TTP://W W W .INTEROP.COM

H AVE AN UPCOMING EVENT? TELL US ABOUT IT, SEND 
EMAIL TO EVENTS@ O3MAGAZ INE.COM W ITH  DETAILS. 

FEATURED PAST EVENT

OH IO LINUXFEST 2005
OCTOBER 1ST 2005
COLUMBUS, OH IO, USA

H TTP://W W W .OH IOLINUX.ORG

Oh io LinuxFe s t is  a com m unity focus e d fre e  e ve nt 
th at is  run by a volunte e rs  and funde d by 
s pons ors . Th is  ye ar k e y s pons ors  of th e  e ve nt 
w e re  Nove ll and Digium , additional s pons ors  
include d IBM, Splice d Ne tw ork s , Rock e tCalc, 
Sybas e , Pante k , Im age s tre am  and m any oth e rs . 

Th e  e ve nt ove rall w as  gre at for both  th e  vis itors  
and th e  s pons ors . Eve ry s pons or w e  s pok e  w ith  
indicate d th e y w e re  h appy w ith  th e  e ve nt and 
w ould re turn again ne xt ye ar. Ove r 700 vis itors  
atte nde d th e  th ird annual e ve nt w h ich  ran all day 
and into th e  e ve ning. 

Th e  q uality of th e  s pe ak e rs  w as  good, w ith  
k e ynote s  from  Ch ris  H ick s  of IBM, and Nove ll's  
Je rry Mayfie ld. Som e  of th e  s lide s  are  available  
from  th e  e ve nt's  w e bs ite .
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REPORT

NOVEMBER OPEN SOURCE REPORT

  W elcom e to th e  O pen Source  Report. Th is  is  th e  
s ection of O 3 w h e re  w e  give a brief run-dow n of th e  
m ajor applications  w h ich  m ade  releas e s  during th e  
m onth .

LINUX KERNEL
h ttp://w w w .k e rne l.org/
Releas e : 2.6.14

Th e late st releas e  of th e  Linux k e rnel h as  m any new  
feature s  including H ostAP support to act as  a 
w irele s s  acce s s  point, a Linux port of th e  plan9  9 P 
protocol, FUSE (w h ich  allow s fully functional 
file system s  in a us e rspace  program ), lock -fre e  file 
de scriptor look up, and s everal new  drivers .

APACH E
h ttp://w w w .apach e .org/
Releas e : 2.0.55

Th e late st releas e  of Apach e  include s  s everal s ecurity 
fixe s , corrects  a few  instance s  of pos s ible m em ory 
leak s  and bad program  be h avior and adds  extra 
logging capabilitie s .

M ANDRIVA
h ttp://w w w .m andrivalinux.com /
Releas e : M andriva 2006

Th e 2006 releas e  of M andriva include s  a de s k top 
s earch  tool (Kat) w h ich  allow s s earch ing for both  file 
nam e s  and file content, and interactive firew all, 
official support for Intel Centrino m obile tech nology, 
integration of Sk ype , and an auto-installation s e rver.

SNO RT
h ttp://w w w .snort.org/
Releas e : 2.4.3

Th e 2.4.3 releas e  of Snort fixe s  a buffer overflow  
vulnerability w h ich  existed in th e  Back  O rifice  
preproce s sor.

ASTERISK
h ttp://w w w .aste ris k .org/
Releas e : 1.2

Th e 1.2 releas e  for Asteris k  include s  im proved 
voicem ail feature s , eas ie r configuration, im proved 
SIP support, new  feature s  for th e  IAX protocol, us e  
of sound file s  for native -on-h old m us ic, and 
im provem ents  to th e  dialplan.

PRO FTPD
h ttp://w w w .proftpd.org/
Releas e : 1.3.0

A “tim ing attack ” protection m odule h as  be en 
releas ed to h elp solve th e  tim ing leak  de scribed by 
Leon Juranic.

LIGH TTPD
h ttp://w w w .ligh ttpd.ne t/
Releas e : 1.4.7

Ligh ttpd is  covered by M ath ew  Burford on page 18 of 
th is  is sue .

SCAPY
h ttp://w w w .s e cde v.org/proje cts/scapy/
Releas e : 1.0.2

Scapy is  a pow erful interactive pack et m anipulation 
program  capable of forging or decoding pack ets  from  
a w ide  range of protocols . Scapy is  an excellent tool 
for te sting and reproduce com plex netw ork  / netw ork  
device  problem s .

NATSTAT
h ttp://sve arik e .s yte s .ne t/natstat/
Releas e  0.0.11

Netw ork  m onitoring tool providing real tim e  
inform ation bas ed on th e  iptables  configuration.
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Be h ind AppOS Se curity

DISCOVER TH E MULTI-TIER SECURITY APPROACH  BEH IND TH IS UPCOMING

LINUX DISTRIBUTION FOCUSED ON RESH APING TH E DATACENTER

BY JOH N BUSW ELL

            ppO S is  a h igh ly s ecure  Linux bas ed appliance
            fram ew ork  th at is  de s igned to lim it th e
            dam age th at can occur in th e  event th at a
            s e rvice  or appliance is  com prom is ed by a 
th ird party due  to an un-patch ed or a previously 
unk now n vulnerability. In m ost enterpris e  
environm ents , som e  of th e  netw ork  s ecurity 
tech niq ue s  em ployed by AppO S are  already in 
production, so m igrating to or adding AppO S into 
th e  data center is  often a trivial tas k . For sm aller 
bus ine s s e s  th e re  m ay be  som e  netw ork  ch ange s  
re q uired in order to conform  to th e  AppO S 
fram ew ork , particularly th os e  related to out of band 
m anagem ent and netw ork  storage .

O UT O F BAND M ANAGEM ENT
  AppO S utilize s  out of band m anagem ent and 
storage netw ork s  to provide  an extra layer of s ecurity. 
O ut of band m eans  th at th e  m anagem ent and storage 
netw ork s  are  not on th e  sam e  netw ork  as  regular 
application traffic (such  as  h ttp “w eb” traffic). 
AppO S supports  out of band m anagem ent in s everal 
form s  including ph ys ically s eparate Eth ernet 
s egm ents , VPN bas ed m anagem ent and th e  us e  of 
802.1q  VLANS. Ph ys ically s eparate Eth ernet 
s egm ents  are  th e  preferred m eth od of out of band 
m anagem ent. In th e  event an Internet facing interface 
is  DoS (Denial of Service) attack ed, th e re  m ay not be  
sufficient bandw idth  to reliably m anage th e  device  
rem otely. H e re  a s eparate  ph ys ical Eth ernet interface 
on its  ow n private s egm ent w ill rem ain fully 
acce s s ible unles s  th e  s e rver its elf h as  cras h ed. A 
s eparate ph ys ical interface enables  an adm inistrator 
to disable th e  Internet facing interface w ith out los ing 
connectivity to th e  system . M anagem ent traffic can 
include traffic such  as  syslog, snm p, s s h , h ttps , and 
even DNS. As ide  from  lim iting th e  acce s s  to th is  
inform ation for s ecurity purpos e s , out of band 
m anagem ent enables  syslog and snm p trap traffic to 
continue  to w ork  reliably even if th e  Internet facing 
Eth ernet ports  are  conge sted.

Anoth er advantage to out of band m anagem ent is  th at 
it fre e s  up traffic on production netw ork s , e specially 
if you offload DNS traffic to th e  m anagem ent 
netw ork  to be  h andled by s ecure  / trusted cach ing 
nam e s e rvers . It is  for th is  reason th at out of band 
m anagem ent can as s ist in im proving th e  scalability of 
even sm all netw ork s .
  An im portant part of th e  AppO S netw ork  s ecurity 
fram ew ork  is  to place us e r data in out of band storage 
netw ork s . Storage netw ork s  can be  as  s im ple as  a 
gigabit sw itch ed Eth ernet s egm ent running a netw ork  
file s e rver us ing NFS or GFS betw e en th e  file s e rvers  
and th e  application s e rvers  on th e  netw ork . Placing 
us e r data on an out of band netw ork  h as  m any 
advantage s  including reducing th e  load on your 
production “Internet facing” netw ork , th us  im proving 
scalability and enabling a finer acce s s  control over 
th e  us e r data. In a w eb h osting environm ent for 
exam ple, a sm all num ber of re stricted acce s s  s e rvers  
m ay h ave w rite  acce s s  to us e r data, m ak ing it 
pos s ible for s ecurity policie s  to lim it acce s s  to th at 
infrastructure , w h ile allow ing for a large num ber of 
publicly acce s s ible w eb s e rvers  to s e rve data w ith  
only read-only acce s s . In th e  event of a zero-day 
s ecurity vulnerability existing in your w eb s e rver 
softw are , th e  publicly acce s s ible w eb s e rvers  only 
h ave read-only acce s s  to th e  data, preventing 
potential m alicious  us e rs  from  uploading code  to 
execute on th e  s e rver. Advanced acce s s  control lists , 
m ount options  and oth er m easure s  can be  us ed to 
prevent execution of unapproved executables  on th e  
publicly acce s s ible w eb s e rvers .
  W h ile th is  approach  offers  an extra degre e  of 
s ecurity it can caus e  problem s  w ith  legitim ate w eb 
applications  th at ne ed to h ave th e  capability to w rite  
to us e r data. Typically, us e r data is  w ritten via 
databas e  transactions , such  as  inform ation for e -
Com m erce  transactions , creating accounts  or often
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even uploading file s , th e  AppO S approach  to th is  
problem  is  to tak e  databas e  transactions  out of band 
and to pas s  file uploads  th rough  an out of band 
inspection system  before  m ak ing th e  file s  acce s s ible . 
W h ile th e  approach  can caus e  problem s  for existing 
w eb applications  w h e re  s ecurity m ay not h ave be en 
tak en into account, th e  effort involved to m igrate  
such  applications  often involves  just putting a good 
s ecurity and be st practice s  policy into place .

QO S
  Th e final piece  of th e  netw ork  s ecurity fram ew ork  
in AppO S is  to rate -lim it application traffic, em ploy 
Quality of Service  (QoS), pack et q ueuing tech niq ue s  
and provide  h igh  availability solutions  th rough  
industry standard protocols such  as  VRRP (Virtual 
Router Redundancy Protocol). Th e s e  tech niq ue s  aid 
in protecting th e  netw ork  against a variety of netw ork  
bas ed attack s  w h ile providing h igh  availability. 

LINUX IM AGE M ANAGEM ENT / BO O T SYSTEM  (LIM BS)
  AppO S provide s  a h igh ly s ecure  Linux bas ed 
operating system  th at utilize s  th e  Linux Im age 
M anagem ent / Boot System  (LIMBS). LIMBS, 
e s s entially runs  a Linux bas ed O S from  a s ingle 
im age  file m ounted via loop back  on a ram  dis k . Th e  
s ecurity com e s  in th e  type  of file system  us ed in th e  
im age  file, us ing som eth ing such  as  ext3 is  only 
going to provide  you w ith  th e  sam e  degre e  of 
s ecurity as  a norm al Linux system , but us ing an 
“unw ritable” file system  such  as  Sq uas h FS m eans  
th at in order to “w rite” to th e  file system , th e  entire  
im age  file h as  to be  regenerated and replaced. 
AppO S w ork s  by placing th e  righ t file s  on th e  
Sq uas h FS file system  and th e  righ t file s  on th e  ram  
dis k  to insure  proper operation of th e  Linux system .
  LIMBS, currently at releas e  1.1.9 , is  available under 
th e  GPL. LIMBS perform s  som e  e rror detection and 
e s s entially s ets  up th e  system  for booting by loading 
th e  appropriate  O S im age . Th e  fram ew ork  th at 
AppO S and LIMBS provide  h as  great potential for 
booting different k e rnels (Linux, BSD, O penSolaris) 
w h ile retaining th e  sam e  application im age s .
  LIMBS h ands  over control to init, w h ich  in an 
AppO S bas ed system  w ill h and over control to 
ExMS, th e  m anagem ent system . 

APPLICATIO N IM AGES
  AppO S place s  a specific application such  as  a DNS 
s erver into s eparate application specific im age  called 
an ASI. Th e  ASI is  us ed to generate  s eparate  file 
system  im age s , one  for configuration file s , and one  
for executables . Th e s e  tw o file s  along w ith  us e r data 
are  m ounted into th re e  directorie s  w ith in a ch root 
environm ent w h ile file s  th em s elves  exist outs ide  of 
th e  ch root environm ent. Th e  end re sult is  th at if your 
DNS s erver h as  a vulnerability, even if it's  exploited 
and th e  attack  gains  root acce s s  w ith in th e  ch root, 
th ey cannot “break  out” of th e  ch root due  to 
Grs ecurity. Th ey cannot m odify th e  configuration 
due  to th e  fact th ey are  s itting on an unw ritable 
Sq uas h FS file system , and for th e  sam e  reason th ey 
cannot overw rite  or replace th e  executables , th e  
Linux k e rnel h as  no m eans  of w riting to th e  file 
system  and th e  attack er doe s  not h ave acce s s  to th e  
im age  file s  or th e  tools to regenerate  th em . If th e  us e r 
data is  s ecured th rough  a read-only netw ork  storage  
fram ew ork  as  discus s ed earlier in th is  article, th en 
th e  attack er cannot do anyth ing; th ey cannot even 
dis rupt th e  s e rvice .

GRSECURITY, PAX, STACK SM ASH  PRO TECTIO N AND PIE
  AppO S is  Glibc bas ed, and utilize s  Grs ecurity, PaX, 
Pos ition Independent Executables  (PIE), enh anced 
random  num ber generators , privilege s eparation for 
daem ons , Stack  Sm as h ing Protector, non-lazy 
binding and relocation read-only link ing. Th e  latter 
tw o are  now  standard in binutils .
  Grs ecurity is  an innovative open source  project 
licens ed under th e  GNU Public Licens e  (GPL). It 
tak e s  a m ulti-layer detection, prevention and 
containm ent approach  to s ecurity. Grs ecurity 
provide s  ch root h ardening, a robust Role -Bas ed 
Acce s s  Control system , prevention of exploits  related 
to addre s s  space  bugs  (th rough  PaX), enh anced 
random ne s s  in th e  Linux TCP/IP stack , re stricted 
acce s s  to proce s s  lists , advanced auditing and m any 
oth er feature s .
  Stack  sm as h ing protector is  an extens ion to th e  
GNU Com piler Collection (GCC) for protecting 
applications  from  stack -sm as h ing attack s . Th e  
protection is  provided by buffer overflow  detection 
and a variable reordering feature  to avoid corruption



O3 Magazine  / Nove m be r 2005
Page  13

SECURITY

of pointers . Th e  protection is  applied w h en AppO S is  
built (at com pile tim e). 
  Binary executables  contain m em ory locations  called 
virtual addre s s e s , th e s e  addre s s e s  are  often us eful for 
debugging as  th e  sam e  functions  are  located at th e  
sam e  m em ory location on any system  running th e  
sam e  binary. Unfortunately w h at m ak e s  for eas ie r 
debugging also enables  an attack er to load up th e  
sam e  executable locally to determ ine  m em ory 
locations  on a rem ote target system . So if you're  
running Apach e  from  Red H at 9 , and an attack er 
determ ine s  th is  by q uerying your w eb s e rver w ith  a 
standard H EAD / H TTPD/1.1 re q ue st, and inspecting 
th e  s e rver tok en. Th ey can s im ply dow nload th e  sam e  
Red H at 9  apach e  binarie s  and determ ine  w h at 
m em ory locations  are  be ing us ed by your s e rver 
becaus e  it is  running th e  sam e  executable. Pos ition 
Independent Executables  e s s entially m ak e  each  
system  different, random izing th os e  m em ory 
locations , m ak ing it m uch  m ore  difficult for an 
attack er to determ ine  th e  addre s s .

CO NCLUSIO N
  AppO S provide s  state  of th e  art netw ork  and system  
s ecurity th rough  a m ulti-layered approach . By tak ing 
s im ple steps  such  as  im plem enting m anagem ent and 
netw ork  storage  out of band, strong netw ork  s ecurity 
policie s  and be st practice s  it is  pos s ible to tigh ten 
control over your netw ork  w h ile retaining 
functionality and im proving scalability. AppO S 
utilize s  state  of th e  art open source  s ecurity solutions  
such  as  Grs ecurity/PaX, Stack  sm as h ing protector, 
Pos ition Independent Executables , enh anced 
random ization and file system  acce s s  control lists . 
AppO S tak e s  th e s e  tech nologie s  a step furth er by 
im plem enting applications  in a s ecure  ch root 
environm ent w ith in a system  of unw ritable loop back  
bas ed file system s . Th us  creating a safety net in th e  
event a tech niq ue  is  developed to circum vent th e s e  
great open source  tech nologie s  de s igned to protect 
vulnerable softw are .
  Th e  bottom  line  is  th at AppO S provide s  th e  be st 
available zero-day protection against applications  
w h ich  contain undiscovered vulnerabilitie s  and 
exploits .

APPO S AVAILABILITY
  Th e  current releas e  of AppO S is  1.0.0, w h ich  s h ips  
on AppO S bas ed SN s erie s  appliance s . AppO S 2.0.0 
is  sch eduled for releas e  on Jan 3rd 2006. A public 
beta of AppO S 2.0.0 s h all be  available from  Spliced 
Netw ork s  LLC from  Novem ber 28th  2005. 

FURTH ER  READING

grsecurity
h ttp://w w w .grs e curity.ne t

PaX
h ttp://pax.grs e curity.ne t

Stack  Sm ash ing Protector
h ttp://w w w .trl.ibm .com /proje cts/s e curity/s sp/

Frandom
h ttp://frandom .source forge .ne t

Squash FS
h ttp://squas h fs .source forge .ne t

Disk  / Sw ap Encryption 
h ttp://w w w .sdc.org/~le ila/usb-dongle /re adm e .h tm l

Joh n Busw ell is co-founder and Ch ief Tech nology 
O fficer of Spliced Netw ork s LLC.  H e  can be  
reach ed  by em ail (joh nb@ splicednetw ork s.com ).

Special th ank s to Sh aw n W ilson (Tim e W arner 
Cable / Road Runner Busine ss Cincinnati), Stew  
Benedict (M andriva), Frank  Boyd (Spliced 
Netw ork s), R aja H am m ad (Spliced Netw ork s) and 
M at Burford (Spliced Netw ork s) for providing 
tech nical review  of th is article.
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Ope ning th e  Jar on Google  H one ypots

GOOGLE PROVIDES A POW ERFUL SEARCH  ENGINE H OW EVER AN UNINTENDED

USE H AS BEEN TH E ABILITY FOR MALICIOUS USERS TO SEARCH  FOR VULNERABLE SERVERS

BY ABUL ASIM M.R. QARSH I

            h e  Internet's  h orizons  h ave increas ed
            m as s ively over th e  last 10 years . Now  th e re  
            are  billions  of w eb page s  containing content
            related to nearly every aspect of personal and 
bus ine s s  inform ation. W ith  th is  grow th  in th e  
Internet, a problem  aros e : finding th e  page  w ith  th e  
inform ation you are  actually look ing for.  Th is  is  
w h e re  s earch  engine s  com e  into play, allow ing 
Internet us e rs  to find th e  page  th at th ey w ant. 
 H ow ever, Allth ew eb, AltaVista, Yah oo, MSN, etc 
w ere  all giving lim ited s earch  functionality and none 
of th em  took  it as  ch allenge and bus ine s s  opportunity 
until Google cam e along.
  Every s earch  engine  vendor w ants  to becom e m ore  
effective, efficient, and to find accurate re sults in th e  
least tim e  pos s ible .  M ost s earch  engine s  index th e  
page s  to s earch  and rank  th em  to m aintain accuracy. 
To do th is , m ost s earch  engine s’ bots  or craw lers  start 
travers ing th e  w eb by us ing link s  th at appear on th e  
page s .
  Inform ation collected by th e  s earch  engine  is  m ostly 
com pris ed of th e  nam e , file type , url, etc. Th e s e  
s earch  engine s  also index th e  dynam ic page s  bas ed 
on ph p, s h tm l, etc. for exam ple 
h ttp://w w w .dom ain.com /?id=m yd

FILE SEARCH
  M ost s earch  engine s  provide  th e  functionality to 
s earch  file s  on th e  Internet. Th at m eans  th e  s earch  
bot indexe s  th e  different type s  of “readable” file s . 
 M ost s earch  engine  vendors  claim  th at th is  w ill 
increas e  th e  perform ance of th e ir system . For 
exam ple, Google claim s  th e  benefit of s earch ing non-
h tm l file s  is  “a w ider view  of th e  contents  available 
on th e  World W ide  W eb”.
  W h ile Search  Engine s  index non-h tm l file type s  
such  as  PDF, doc, txt etc., th ey also index oth er file 
type s , so be  aw are  th at your pw d, h tacce s s , or any 
oth er very critical file th at could m ak e  your system  
vulnerable could also be  found via Google.
  According to M att Ke sner, ch ief tech nology officer

at M ountain View , Calif.-bas ed law  firm  Fenw ick  &  W e st LLP, 
"Th e  ability of s earch  engine s  to discover a lot of inform ation 
th at w as  not nece s sarily h idden but w as  a lot les s  available 
previously is  scary."

SEARCH ING PO W ER
  Search  engine  vendors , specifically Google, h ave given us  
k eyw ords  such  as  “info” “link ”, and “related” to include in th e  
s earch  q uery w h ich  rectify and give us  m ore  accurate re sults . Th e  
com plete list of k eyw ords  can be  found at 
h ttp://w w w .google guide .com /advance d_ ope rators .h tm l

  Now  w e  w ill analyze som e  w ell crafted q uerie s  to find 
appropriate  re sults . First of all w e are  going to s earch  people’s  
CVs.  Place th e  follow ing q uery in th e  Google s earch  box, and 
look  at th e  re sult:
(filetype:pdf O R  filetype:doc O R  filetype:rtf) (intitle:re sum e 
O R  inurl:re sum e O R  "m y re sum e")(-apply O R  -subm it O R  -
b enefits O R  -recruiter O R  -O penings)
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Next, let's  try to brow s e  to a particular URL th at w e  
k now  is  pas sw ord protected. Th e  s e rver im m ediately 
prom pts  you for a us e rnam e and pas sw ord, but 
depending on th e  URL, you m igh t be  able to plug it 
into Google, s elect th e  Cach e  link  and read th e  
pas sw ord protected page . A good exam ple is  
s earch ing for content w ith  inurl:w ebstats  or 
inurl:acce s sw atch , or th e  default url of any oth er 
popular w eb stats  program . M any of th e s e  are  
protected by .h tacce s s  file s  but plugging th em  into 
Google reveals th e  page  w h en follow ing th e  cach e  
option. Google is  able to do th is  becaus e  th e  
adm inistrators  of th e s e  s e rvers  unw ittingly h ave th e  
s e rvers  m isconfigured, but w ith  Google, a clever 
m alicious  us e r now  h as  acce s s  to inform ation th at th e  
adm inistrator believe s  is  h idden.

VULNERABLE SYSTEM  DETECTIO N
  To get into any system , a m alicious  us e r ne eds  to 
k now  inform ation about th at system , and s earch  
engine s  provide  an easy tool to h elp th em  detect 
vulnerabilitie s  to exploit. For exam ple, Apach e  can 
be  configured to h ide  vers ion inform ation us ing th e  
ServerTok ens  directive, but if an adm inistrator h asn't 
rem oved th e  m anuals installed in th e  h tdocs  
directory, a q uick  s earch  can reveal th e  releas e  
vers ion th e  adm inistrator is  us ing. Th e  sam e  s earch  
could be  us ed to locate unconfigured default 
installations  of Apach e  on th e  Internet:

inurl:"/m anual/" + Apach e  1.3

  Th e s e  type s  of q uerie s  are  easy to s earch  for default 
file s , m ak ing it easy for m alicious  us e rs  to detect 
system s  w h e re  th e  adm inistrator m ay h ave left file s  
th ey've as sum ed are  h idden from  th e  public. If an 
adm inistrator h as  left th e  default file s , it m igh t be  an 
indication th ey are  inexperienced and th us  an eas ie r 
target. Th e  above q uery can eas ily becom e m ore  
specific by us ing s ite : operator w h ich  w ill re strict it 
to any specific dom ain.
  Sim ilarly a m alicious  us e r can also find default 
installations  of particular applications  such  as  
W ebMail by s im ply crafting th e  q uery w ith  
intitle:"W elcom e to M ailtraq W ebM ail" (M ailtraq  
is  a W eb bas ed Em ail Client). Such  q uerie s  can often 
find te st system s  on live netw ork s  th at adm inistrators  
are  us ing to te st out new  and uns ecured applications .

SEARCH ING PASSW O RDS
  If you h ave any readable file s  th at contain 
pas sw ords  uploaded on th e  s e rver, th en it’s  tim e  for 
som e  bad new s : h ack e rs  can us e  q uerie s  on s earch  
engine s  to find pas sw ords . For exam ple, 
inurl:pas slist.txt can be  us ed for th is  purpos e .

PREVENTIO N
  To prevent s earch  engine  bas ed attack s , a w eb s ite  
adm inistrator can indicate w h ich  parts  of th e  s ite  
s h ould not be  vis ited by a robot by providing a 
specially form atted file on th e ir s ite  in robots .txt.  In 
addition, a w eb auth or can indicate if a page m ay or 
m ay not be  indexed or analyzed for link s  th rough  th e  
us e  of a special H TML META tag.  For exam ple, a 
<META NAME="Googlebot" 
CO NTENT="nofollow "> tag in th e  h eader can stop 
Googlebot from  indexing th e  page s .
  To Prevent Googlebot from  follow ing any particular 
link  on th e  page  th at m igh t link  to your critical page 
or any s ecret w eb s e rver you can add rel=”nofollow ” 
in th e  h yperlink .  <a h ref=h ttp://w w w .exam ple.com / 
rel="nofollow "> I can't vouch  for th is  link </a> .
  Note th at th e s e  m eth ods  rely on cooperation from  
th e  robot, and are  by no m eans  guaranteed to w ork  
for every robot. If you ne ed stronger protection from  
robots  and oth er agents , you s h ould us e  alternative 
m eth ods  such  as  pas sw ord protection. 

GO O GLE H ACK H O NEYPO TS
  Th e  m eth ods  discus s ed so far in th is  article are  
called Google H ack s . Th e  "Google H ack " H oneypot 
project h ttp://gh h .source forge .ne t provide s  a m eans  
to obs e rve s earch  engine  h ack e rs  us ing Google 
against your re source s  by em ulating a vulnerable w eb 
application, allow ing its elf to be  indexed by s earch  
engine s . Th e  transparent link  m eth od us ed w ill 
reduce  false  pos itive s  and avoid m alicious  us e rs  
detecting th e  h oneypot. 
  Th e  h oneypot th en logs  to a file inform ation about 
th e  attem pted attack s , th e  source  IP, referral 
inform ation and us e r agent. Us ing th is  inform ation, 
th e  adm inistrator can detect and m onitor attack ers  
perform ing reconnais sance  against th e ir re source s  
and get a detailed view  of specific attack ers .

ABUL ASIM  M .R  QARSH I IS A NETW O RK SECURITY 
SPECIALIST FO R  SPLICED NETW O RKS LLC BASED O UT 
O F PAKISTAN. 
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Ligh ttpd 1.4.7 Re vie w

LIGH TTPD IS A LIGH TW EIGH T W EB SERVER W ITH  A FOCUS ON

PERFORMANCE, SECURITY AND FLEXIBILITY W ORTH Y OF CONSIDERATION IN TH E DATACENTER

BY MATH EW  J. BURFORD

            f your w eb s e rver's  perform ance is  suffering
            due  to h igh  load th en your solution m ay be
            h e re . Th ere  is  intere st brew ing in Ligh ttpd,
            a relatively new  w eb s e rver developed by Jan 
Kne sch k e  et al. In addition to claim s  of a low  
m em ory footprint, its  m ain w ebs ite  w w w .ligh ttpd.ne t 
boasts  th at Ligh ttpd h as  s ecurity, spe ed, com pliance, 
flexibility and an advanced feature  s et. Ligh ttpd is  a 
"h igh  load perform ance optim ized" w eb s e rver th at is  
intended to be  us ed for w eb s e rvers  w h ich  m ust s e rve 
lots  of sm all file s  rapidly and ph p s e rvers  w h ich  are  
placed under h igh  load. De spite  th is , Ligh ttpd s e em s  
to be  us eful in m any oth er areas , such  as  an 
em bedded system  w h ich  h ave lim ited re source s . Th is  
article w ill look  into Ligh ttpd's  claim s  and feature s  
and discus s  th em .
  I installed Ligh ttpd on a 1.7Gh z Pentium  4 w ith  
775636Kbyte s  DDR SDRAM  running Gentoo Linux 
(k e rnel vers ion 2.6.11). For te sting purpos e s , Siege  
(de scribed below ) w as  installed on a 15” Pow erbook  
(1.5Gh z Pow erPC G4 w ith  512M byte s  DDR 
SDRAM) running M acO SX, vers ion 10.4.2. Both  
m ach ine s  w ere  connected to a Netgear 54M bps  
w irele s s  router (WGR614 v4).

BASIC TESTING
  At first glance of Ligh ttpd, th e   source  dow nload 
file of vers ion 1.3.16 cons isted of 69 0 k byte s , very 
ligh t inde ed. Com pilation and installation us ed th e  
typical 'configure/m ak e/m ak e  install' system . I w as  
pleas ed to find th e re  w as  m inim al com plexity getting 
th e  w ebs e rver up. Th e  usual exam ple configuration 
file is  s h ipped w ith  Ligh ttpd, w h ich  follow s th e  
"include only if you ne ed" ph ilosoph y. H ence  it w as  
very sm all, w ell com m ented and easy to follow . 
Surpris ingly, in 10 m inute s  Ligh ttpd w as  up and 
running and s e rving static file s  w ith  a bas ic 
configuration. Th e  installation directory w as  2688k b 
in s ize . Th is  included various  unus ed m odules  and 
random  docs . Th e  Ligh ttpd executable file s ize  is  
9 25Kbyte s .W h en running, th e  m em ory usage

for Ligh ttpd w as  418Kbyte s . O verall, it appears  to be  
q uite  a very com pact program . For Gentoo us e rs , th e  
install can be  s im plified to 'em erge  w w w -
s e rvers/Ligh ttpd'. You m igh t h ave to s et an unstable 
flag to dow nload th e  late st vers ion. Th is  autom ate s  
th e  installation, but also s ets  up a Ligh ttpd account 
for th e  s e rver to run w ith in and various  oth er th ings  
to get it w ork ing fast.
  I w as  eager to te st th e  bas e  install of Ligh ttpd. I 
dow nloaded th e  late st vers ion (2.63) of Siege , an h ttp 
w eb s e rver bench m ark ing tool, 
(fre s h m eat.net/projects/s iege/) from  fre s h m eat and 
installed it. I h ad to be  careful w ith  s iege , as  it 
s e em ed to us e  a lot of re source s . O n m y M acO SX 
Pow erbook , I us ed Siege  to s im ulate 15 us e rs , and I 
recom m end you do th is  for yours elf th rough  your 
ow n netw ork  so th at you can com pare  it w ith  your 
current w eb s e rver's  perform ance . Ch oos e  a 
docum ent to s e rve w h ich  w ill us e  th e  feature s  th at 
your w eb s e rver typically s e rve s .
  After te sting w ith  1000+  concurrent s im ulated 
us e rs , I w as  flooded w ith  e rrors  w h ich  indicated th at 
I h ad run out of file de scriptors  and as  a re sult 
re q ue sts  to th e  s e rver w ere  be ing denied. Th e  
Ligh ttpd w ebs ite  docum entation 
(w w w .ligh ttpd.net/docum entation/perform ance .h tm l) 
h as  a fix for th is  if you find you are  h aving trouble 
h e re . Th e  solution involves  low ering th e  defaults of 
H TTP Keep Alive so th at file de scriptors  aren't h eld 
on to as  long. O th erw is e  you can s im ply increas e  th e  
file de scriptors  w ith  a q uick

% e ch o 76680 >  /proc/sys/fs/file -m ax

PERFO RM ANCE ENH ANCEM ENTS
  W h ile th e  Ligh ttpd w ebs ite  provide s  a good am ount 
of docum entation, in m y opinion th e  docum entation 
is  still underdeveloped and m uch  of w h at is  th e re  
ne eds  revis ion. Th is  is  m ost lik ely due  to th e  project 
still be ing in its  early stage s , so th is  w ill certainly 
im prove.
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  O ne  intere sting s ection is  perform ance 
(w w w .ligh ttpd.net/docum entation/perform ance .h tm l),
 w h ich  state s  th at Ligh ttpd can be  configured so th at 
it us e s  th e  native 'event h andler' provided by th e  th e  
operating system . For Linux k e rnel 2.6.* th is  s h ould 
be  'epoll' and w ould re q uire  a line  lik e  th is  to be  
added to th e  Ligh ttpd config file :

 s e rver.event-h andler = "linux-sys epoll"

  Th e  advantage of us ing 'epoll' over th e  default 
's elect' is  th at s elect is  lim ited to FD_ SETSIZ E 
h andles . Th is  is  h ard coded in, and not eas ily 
ch anged, us ing 'epoll' h ow ever overcom e s  th is  
problem . I w ould recom m end you s et th is  e specially 
if your s e rver tends  to s e rve a large num ber of 
clients . For m ore  inform ation on th is  topic s e e  
w w w .k egal.com /c10k .h tm l.

EVENT H ANDLER  TESTING RESULTS
  Th e s e  te sts  are  not ideal, but s h ow  a general 
analys is  of th e  s e rver w h en th e  'epoll' system  is  us ed. 
It doe s  not effectively te st th e  feature s  of 'epoll'. 
Below  are  th e  re sults w h en s im ulating 15 us e rs  
abnorm ally flooding th e  s e rver w ith  re q ue sts . Note : 3 
te sts  w ere  run w ith  th e  first te st w as  cons idered a 
s e rver 'w arm -up' so is  not listed. Th is  com m and w as  
us ed to start s iege :

% ./s iege  w w w .m ys e rver.net -b -t1M  >  /dev/null

  Th is  instructs  s iege  to connect to w w w .m ys e rver.net 
and ready 15 us e rs . Th e  -b option enables  
bench m ark ing of th rough put and -t1M  instructs  th e  
s im ulation to run for 1 m inute . Th e  last s ection (>  
/dev/null) w ill forw ard unnece s sary output (w h ich  
slow s  th e  te st) to /dev/null. During all th e  te sts  below  
I m onitored th e  CPU usage  us ing th e  'top' utility. 
CPU usage  averaged about 35% and varied about 
10%.

  Th e  te st re sults oppos ite  sugge st th at th e re  is  little 
perform ance difference  in us ing epoll over s elect, so 
w h y us e  it? W ell, as  I m entioned before , epoll 
overcom e s  certain re strictions  of s elect. Intere stingly, 
th e  re sults of 'epoll' deviated m uch  le s s  th an th os e  of 
's elect' w h ich  sugge sts  m ore  reliability.

Te s t 2
's e le ct'

Te s t 3
's e le ct'

Te s t 2
'e poll'

Te s t 3
'e poll'

Trans actions

(h its )
71210 779 50 73073 7339 9

Availability
(% )

100.00% 100.00% 100.00% 100.00%

Elaps e d 
Tim e
(s e conds )

60.36 59 .9 1 59 .67 60.44

Data 
Trans fe rre d
(MB)

176.16 19 2.84 180.77 181.58

Re s pons e  

Tim e

(s e conds )

0.00 0.01 0.01 0.01

Trans action 
Rate  
(trans actions
 pe r s e cond)

1179 .75 1301.12 1224.62 1214.41

Th rough put

(MB/s e c)
2.9 2 3.22 3.03 3.00

Concurre ncy 5.83 12.84 7.47 7.05

Succe s s ful 
trans actions

71210 779 50 73074 7339 9

Faile d 
trans actions

0 0 0 0

Longe s t

trans action 

(s e conds )

0.51 0.52 0.51 0.51

Sh ore s t 
trans action 
(s e conds )

0.00 0.00 0.00 0.00

Ligh ttpd 
ve rs ion 
te s te d

1.4.7 1.4.7 1.4.7 1.4.7
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SECURITY SUPPO RT 
  Th e  aim  h e re  is  to prevent Ligh ttpd be ing us ed as  a 
point of attack  against th e  system . O ne  m eth od w h ich  
lim its  th e  dam age an intruder can perform  is  to run 
th e  Ligh ttpd daem on in a ch root jail. Ch rooting w ill 
lim it Ligh ttpd to a sub directory of th e  file system , 
w h ich  Ligh ttpd w ill s e e  as  root. Ligh ttpd supports  
be ing run in a ch root jail and it is  h igh ly 
recom m ended to do so as  it is  also not overly 
com plex to s et one  up. Th e  Ligh ttpd w ebs ite  h as  a 
link  w h ich  w ill guide  you th rough  m uch  of th e  
proce s s  (h ttp://w w w .ligh ttpd.ne t/docum e ntation).
  In general it is  a bad idea to run Ligh ttpd w ith  root 
privilege s , as  before  th e  aim  is  to lim it any dam age 
an intruder can perform . Anoth er supported m eth od 
is  to drop root-privilege s  and run Ligh ttpd as  a low -
privilege us e r. Th is  is  trivial and effective . First 
create  a us e r called 'Ligh ttpd' by adding a line  s im ilar 
to th e  line  below  to your /etc/pas sw d file .

ligh ttpd:x:100:400:ligh ttpd:/w w w /page s/:/bin/fals e

  Next, you s h ould add a line  s im ilar to th e  line  below  
to your /etc/group file w h ile m ak ing sure  th at th e  
num bers  100 and 400 are  not tak en by any oth er 
entrie s  in th e s e  file s .

ligh ttpd:x:400:

  To s et Ligh ttpd to run as  th is  non-privilege 
us e r/group s im ply m odify th e  configuration file to 
contain th e s e  s ettings :

## ch ange  uid to <uid>  (de fault: don't care )

s e rve r.us e rnam e  = "ligh ttpd"

## ch ange  uid to <uid>  (de fault: don't care )

s e rve r.groupnam e  = "ligh ttpd"

  It is  also im portant th at your s e rver doe s  not eas ily 
give its elf aw ay to us e rs . O ne  m eth od attack ers  m ay 
us e  to gain inform ation about a system  is  to s im ply 
read th e  h tm l h eader. Th is  is  trivial to counter in 
Ligh ttpd, as  de scribed below .

  First you m igh t lik e  to s e e  w h at inform ation th e  w eb 
s e rver is  giving out. As sum ing you h ave telnet 
installed th is  can be  done  by entering th e  com m and:

% telne t localh ost 80

  You s h ould rece ive a prom pt as  below :

Trying 127.0.0.1...
Conne cte d to localh ost.
Escape  ch aracte r is  '̂ ]'.

  You s h ould now  enter th e  below  H TTP com m and, 
follow ed by tw o enter k eystrok e s :

H EAD / H TTP/1.0
(h it enter tw ice)

  You s h ould rece ive som eth ing s im ilar to th is :

H TTP/1.0 200 OK
Conne ction: clos e
Conte nt-Le ngth : 80
Date : Th u, 11 Aug 2005 20:47:04 GM T
Last-M odifie d: W e d, 10 Aug 2005 12:14:49  GM T
ETag: "-1257421618"
Acce pt-Range s : byte s
Conte nt-Type : te xt/h tm l
Se rve r: ligh ttpd/1.3.16

  As  you can s e e , th e  s e rver by default s ends  out its  
nam e  and vers ion num ber. Th is  provide s  an attack er 
w ith  enough  inform ation to look  up w eak ne s s e s  in 
your particular softw are  and vers ion. I recom m end 
for th e s e  s ecurity reasons  th at you s et th is  to 
som eth ing non-h elpful. To ch ange th is  tag, again 
m odify th e  configuration file to contain a line  s im ilar 
to th is :

s e rve r.tag = "h ttpd"

  After re starting your s e rver, you m ay retrieve th e  
h eader from  th e  s e rver and you s h ould h ave m odified 
th at tag:
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H TTP/1.0 200 OK
Conne ction: clos e
Conte nt-Le ngth : 80
Date : Th u, 11 Aug 2005 20:49 :30 GM T
Last-M odifie d: W e d, 10 Aug 2005 12:14:49  GM T
ETag: "-1257421618"
Acce pt-Range s : byte s
Conte nt-Type : te xt/h tm l
Se rve r: h ttpd

  H e re  you h ave be en introduced to som e  bas ic 
aspects  of Ligh ttpd's  h igh  configurablility. For m ore  
options , s e e  th e  docum entation provided w ith  
Ligh ttpd or look  at th e  copie s  available on th e ir 
w ebs ite : (h ttp://w w w .ligh ttpd.ne t/docum e ntation/).

FEATURES
  O ne  of th e  bigge st s elling points  of Ligh ttpd is  its  
rich  list of feature s . Below  I look  at FastCGI and 
M ySQL bas ed Virtual H osting, tw o of th e  m ore  
popular feature s . Ligh ttpd h ow ever h as  a very clear 
cut state  engine  and plugin interface, w h ich  m ak e s  
Ligh ttpd very easy to m odify s h ould you ne ed to 
ins e rt specialized capabilitie s  into th is  sm all h ttpd. 

FASTCGI
  Th e  aim  of FastCGI is  to rem ove a lot of th e  
perform ance is sue s  pos ed by CGI program s . Support 
for th is  is  provided by th e  m odule m od_ fastcgi and 
can be  enabled by uncom m enting th e  appropriate  
line  in your configuration file, found under 
s e rver.m odules . FastCGI allow s fast and extens ive 
ph p support for Ligh ttpd, For m ore  inform ation s e e  
(w w w .ligh ttpd.ne t/docum e ntation/fastcgi.h tm l).

M YSQL BASED VIRTUAL H O STING
  Th ere  are  a tw o vh ost m odules  available for 
Ligh ttpd. An intere sting one  is  m od_ m ys ql_ vh ost, 
w h ich  allow s you to provide  virtual h osts  us ing a 
M ySQL table. Ligh ttpd recom m ends  not to m ix 
vh ost m odules  as  only one is  suppos ed to be  active at 
any given point in tim e . M ySQL vh ost allow s you to 
place docroot and dom ain pairs  in a table, th en 
ligh ttpd w ill q uery th e  M ySQL server to locate th e  
docroot. 

O TH ER  FEATURES
  I felt th at it w as  im portant to m ention som e  of th e  
oth er feature s  in Ligh ttpd. SSL support is  integrated 
into Ligh ttpd, and bas ic rate  lim iting support e ith e r 
on a per connection or s e rver (all connections) bas is . 
Lik e  Apach e  it supports  com pre s s ion, th e  standard 
gzip com pre s s ion w h ich  is  supported on th e  m ajority 
of w eb brow s ers  can decreas e  w eb s e rver bandw idth  
utilization, Ligh ttpd also supports  deflate and bzip2. 
O th er intere sting feature s  include an rrdtool m odule 
for outputing bandw idth  and load utilization, SCGI 
w h ich  is  bas ed h eavily on FastCGI and is  prim arily 
us ed for Pyth on +  W SGI. Som e anti-h otlink ing 
feature s  including trigger b4 dow nload round out 
som e  of Ligh ttpds  uniq ue  feature  s et. 

EXPANDING LIGH TTPD
  Ligh ttpd h as  be en docum ented very clearly and in 
great detail by th e  Ligh ttpd developm ent team . Th e  
docum entation link  off th e ir m ain w eb page h as  full 
state m ach ine  inform ation for both  FastCGI and th e  
h ttpd state  m ach ine . Th e  docum entation even 
include s  th e  function nam e s  w h e re  th e  proce s s ing 
occurs . Th is  m ak e s  Ligh ttpd, along w ith  its  s ize  a 
very tem pting solution for developers  w h o ne ed 
uniq ue  feature s  or proce s s ing. It w ouldn't tak e  m uch  
to m odify th e  Ligh ttpd code  by ins e rting your ow n 
additional proce s s ing to perform  custom  URL or 
oth er m odifications  beyond th os e  supported in 
m od_ rew rite . Ligh ttpd also include s  very us eful 
plugin docum entation. 

CO NCLUSIO N
  Ligh ttpd is  an exciting project w h ich  rais e s  th e  
expectations  of sm all footprint w eb s e rvers . As  its  
us e rbas e  increas e s , m uch  m ore  docum entation w ill 
be  available. Th is  s e rver is  h igh ly configurable in a 
non-com plicated w ay, w h ich  enables  new  us e rs  to 
q uick ly get th e ir w eb s e rver running w ith  little 
trouble. Ligh ttpd is  a com petitive option to oth er 
popular w eb s e rvers , and m ay be  run alongs ide  oth er 
w ebs e rvers , such  as  tom cat or apach e , to tak e  
advantage of th e  benefits  offered by each . It w ill be  
intere sting to s e e  th e  direction Ligh ttpd tak e s  on th e  
Internet as  it m ature s .

M ATH EW  BURFO RD IS AN APPLICATIO N DEVELO PER  
FO R  SPLICED NETW O RKS LLC BASED O UT O F 
W O LLO NGO NG, AUSTRALIA.
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An Introduction to Linux and Ope n Source  for Bus ine s s

LINUX AND OPEN SOURCE MIGH T BE TERMS YOU H AVE H EARD BUT ARE NOT QUITE FAMILIAR W ITH

LINUX AND OPEN SOURCE CAN BENEFIT BUSINESSES OF ANY SIZ E... AND NO IT IS NOT JUST FOR BANKS...

BY JAMES H OLLINGSH EAD

            pen source . It's  am azing h ow  m uch  confus ion
            and m ixed fe elings  th os e  tw o little w ords  can
            caus e . W h at is  it? H ow  doe s  it w ork ? Is  it for
            our bus ine s s?
  Th is  article is  an attem pt to answ er your q ue stions  
and give a brief overview  of w h at open source  is , 
h ow  it can h elp you and your bus ine s s , and w h at you 
can do to h elp. Since  it is  a h uge  subject and 
answ ering everyone's  q ue stions  w ould tak e  entire  
book s , th is  is  really just a fairly h igh  level look  at 
open source  arranged as  a sort of q ue stion and 
answ er s e s s ion.

W H AT IS TH IS "O PEN SO URCE" TH ING I KEEP H EARING 
ABO UT?
  Th at's  a very s im ple q ue stion to w h ich  th e re  are  a 
num ber of answ ers . At th e  m ost bas ic level, open 
source  is  th e  softw are  developm ent com m unity and 
bus ine s s e s  w ork ing togeth e r in order to m ak e  q uality 
softw are  th at anyone can us e . It's  a w ay for groups  
and individuals to contribute  according to th e ir s k ill 
s ets  on projects  th at th ey find intere sting so th at 
everyone can com e out ah ead.
  It's  real defining points  are  th e  licens e  th at th e  
softw are  is  releas ed under and th e  fact th at th e  
program  is  distributed fre e  of ch arge . Th ere  are  q uite  
a few  licens e s  th at are  cons idered to be  open source  
by th e  O pen Source  Initiative (w w w .ope nsource .org), 
th e  non-profit organization w h ich  k e eps  track  of and 
prom ote s  open source  licens e s .
  W h at m ost of th e  accepted licens e s  boil dow n to is  
th at th e  source  code  for th e  softw are  is  open for th e  
w orld to s e e , m odify, contribute  to, and us e . Certain 
licens e s  re q uire  th at you releas e  all ch ange s  you 
m ak e  w h ile oth ers  just re q uire  you to give th em  
credit for h aving code  in your project.

I H EARD TH AT LINUX IS H ARD TO  SETUP AND USE IS 
TH AT TRUE?
  If you h ad as k ed m e  th at q ue stion in 19 9 8 w h en I 
first tried to install Linux on a new  de s k top th at  

I bough t, I w ould h ave said it w as  a nigh tm are  to get 
running. Now , h ow ever, it's  a great deal better and is  
actually ready for a lot of h om e  and bus ine s s  us e s .
  M any of th e  applications  now  h ave graph ic 
interface s  th at are  just as  good as  w h at you are  us ed 
to now  and h ave th e  functionality th at you've com e to 
expect from  your bus ine s s  apps . Th at's  not to say th at 
th e re  isn't a little bit of a learning curve, but it really 
is  a pretty sligh t one .
  O n top of th is , Linux is  now  a bre eze  to install on 
m ost h ardw are . To give you an idea, I recently 
installed Linux on m y laptop. Anyone w h o h as  
installed W indow s  on a laptop w ill tell you about th e  
fun th at you're  in for. It tak e s  a stack  of cds , m ost of 
th e  day, and constantly babys itting th e  laptop to 
answ er q ue stions  and sw itch  out dis k s . O n top of 
th at, you h ave to provide  th e  righ t video, audio, and 
netw ork  drivers  and th en you h ave to run s ecurity 
update s  and install s ervice  pack s .
  W ith  Linux, it took  four cds , a netw ork  connection, 
and about th re e  h ours  to install th e  operating system , 
m ost of th e  softw are  th at I us e , and to update th e  
entire  system . Eth ernet w ork ed out of th e  box; so did 
th e  video. To install th e  last tw o program s  th at I 
w anted to us e  re q uired tw o very s h ort com m ands  and 
updating th e  entire  laptop re q uired one  m ore . M ost of 
th e  tim e  th at w as  spent installing Linux w as  us ed to 
do oth er th ings  w h ile m y laptop w ork ed q uietly in th e  
oth e r room  w ith out ne eding m e  to babys it it.
  It's  com e  th at far.

IF I W ANT TO  USE O PEN SO URCE SO FTW ARE, DO  I H AVE 
TO  RUN LINUX?
  W h ile m ost softw are  releas ed for Linux is  open 
source , not all open source  softw are  is  Linux-only (or 
even runs  on Linux). It is  pos s ible to h ave open 
source  projects  on oth er platform s , such  as  W indow s  
and O SX, and inde ed m any popular projects , such  as  
th e  Firefox w eb brow s er and th e  Eclips e  
program m ing environm ent for Java, are  releas ed on a 
w ide  variety of platform s .
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  Th e  developers  and com panie s  be h ind th e  projects  
realize  th at not everyone can standardize  on a s ingle 
platform , so th ey often do th e ir be st to provide  
solutions  w h e re  th ey m ak e  s ens e .

W H AT SO RT O F O PEN SO URCE SO FTW ARE IS TH ERE?
  O pen source  softw are  exists  acros s  th e  spectrum  of 
applications .

   •    For operating system s , you h ave various  form s  
        of Linux and BSD, w h ich  are  all Unix-lik e  
        operating system s . W h ile th ey allow  fine  control 
        of practically everyth ing th at you could w ant to 
        do w ith  your com puter from  a functionality and 
        s ecurity standpoint, th ey also h ave rath er nice  
        graph ic interface s , allow ing both  casual us ers  
        and th e  m ore  experienced to us e  th em  w ith  eas e .

   •    Th e  popular w eb brow s er, Firefox, is  a piece  of 
        open source  softw are  th at grew  out of th e  old 
        Netscape brow s er. It also h as  s ibling program s  
        Th underbird for em ail and Bugzilla, a bug 
        track ing softw are  pack age  us ed by m any 
        developers . All of th e s e  program s  m ay be  found 
        at w w w .m ozilla.org

   •    O pen O ffice  (w w w .ope noffice .org) is  a popular 
        open source  suite  th at include s  w ord proce s sor, 
        spreads h e et, and pre s entation softw are  and is  
        available on both  Linux and W indow s .

   •    GIMP (w w w .gim p.org) is  an open source  
        graph ics  program  w h ich  is  available both  on 
        Linux and W indow s  and is  us ed by th is  
        m agazine .

   •    M any program m ing environm ents  such  as  
        Eclips e  (w w w .e clips e .org) are  open source  as  
        are  th e  source  control tools Subvers ion 
        (h ttp://subve rs ion.tigris .org) and CVS 
        (w w w .nongnu.org/cvs).

   •    Th ere  are  even s everal very good open source  
        databas e s  out th e re  such  as  M ySQL 
        (w w w .m ys ql.com ) and PostgreSQL 
        (w w w .postgre s ql.org).

  Th ere  are  m any oth er open source  offerings  out 
th e re . If you're  intere sted in look ing for open source  
applications , a good place to start is  Th e  O pen CD 
project (w w w .th e ope ncd.org), w h ich  lists  applications  
for W indow s , but also link s  back  to w ebs ite s  for th e  
projects  so you can get vers ions  for different 
platform s .

BUT IF IT'S FREE, H O W  DO  W E M AKE M O NEY O N IT?
  Th at's  a very good q ue stion. Th e  answ er is  th at, just 
lik e  everyth ing else  in bus ine s s , m ak ing your project 
open source  isn't for everyone . H ow ever, th e re  are  
s everal fairly standard w ays  th at com panie s  are  
m ak ing m oney w ith  open source  projects .

   •    Support –  com panie s  lik e  Redh at 
        (w w w .re dh at.com ), m aintainers  of a popular 
        Linux distribution, ch arge  m oney for providing 
        profe s s ional tech nical support.

   •    Sell h ardw are  –  com panie s  lik e  Digium  
        (w w w .digium .com ), th e  m ak e rs  of Asteris k , an 
        open source  PBX softw are , m ak e  a great deal of 
        th e ir m oney s elling pre -m ade  PBX solutions  
        w h ile also providing th e  softw are  to th e  general 
        public for th os e  w h o fe el adventurous .

   •    Training –  m any piece s  of softw are , w h eth e r 
        open or closed, really benefit from  people be ing 
        able to go to clas s e s  in order to learn h ow  to get 
        th e  m ost us e  out of th em . W h o better to provide  
        th e  training th an th e  com pany w h o m ak e s  th e  
        product?

   •    Custom  builds –  no softw are  w ill do 
        everyth ing th at everyone w ants  it to do, becaus e  
        th e re  are  so m any th ings  th at its  creators  never 
        th ough t of. In som e  cas e s , bus ine s s e s  m ay w ant 
        functionality added to th e  program s  th at you 
        m ak e  w h ich  th ey are  w illing to pay for.

  Th ere  are  m any oth er w ays  th at com panie s  are  
m ak ing m oney on open source  softw are , but w h at it 
all com e s  dow n to is  w h e re  you expect to m ak e  your 
m oney. If you just plan to s ell your softw are , th en 
open sourcing your project probably isn't for you. 
Th ere  are  exceptions  to th is . M ySQL, a popular open 
source  databas e , offers  its  softw are  for fre e  if it is  
us ed in-h ous e  and as k s  th at you pay a m ode st fe e



O3 Magazine  / Nove m be r 2005
Page  25

BUSINESS

if you include it in a com m ercial product. H ow ever, if 
your real m oney com e s  from  som ew h e re  else , th en 
you h ave a decent ch ance of m ak ing a succe s sful 
bus ine s s .

W H AT DO  I GET O UT O F M AKING M Y SO FTW ARE O PEN 
SO URCE?
  By m ak ing your softw are  project open source , you 
gain potential acce s s  to th e  profe s s ional developm ent 
com m unity at large . As  I said before , m any m ajor 
open source  projects  are  staffed partially by 
developers  be ing paid by tech nical com panie s  in 
order to add th e  feature s  and functionality th at th e ir 
em ployers  w ant. H ow ever, m any profe s s ional 
developers  w ork  on open source  projects  on th e ir 
ow n tim e  as  w ell for a num ber of reasons  including 
to k e ep th e ir s k ills s h arp, to add new  s k ills, and even 
just becaus e  th e  project intere sts  th em .
  Th is  m eans  s everal th ings  to anyone w h o w ants  to 
h ave a succe s sful softw are  project:

   •    Access to outsid e  sk ills - Everyone w h o starts  a 
        piece  of softw are  w ants  th e  people w ork ing on it 
        to be  th e  be st. Unfortunately, your budget often 
        doe sn't allow  to you h ire  th em  and k e ep th em  
        full tim e . W ith  open source , you can h ave acce s s  
        to people (e ith e r on a contract bas is  or, in som e  
        cas e s , just becaus e  th ey're  intere sted in your 
        project) th at you oth erw is e  w ouldn't be  able to 
        h ire .

   •    R educed developm ent tim e  - W ith  th e  
        pos s ibility of m ore  people w ork ing on your 
        project th an you could oth erw is e  afford, th e re  is  
        a good ch ance th at it w ill tak e  le s s  tim e  to 
        com plete your project. For exam ple, W indow s  
        Vista (form erly codenam ed Longh orn) w as  
        announced years  ago and isn't suppos ed to be  
        delivered until som etim e  in 2006. By contrast, 
        Fedora, Redh at's  non-bus ine s s  Linux 
        distribution, h as  gone  from  vers ion 1 to vers ion 
        4 s ince  I first started us ing it in 2003, and each  
        new  vers ion h as  be en a m ark ed im provem ent 
        over th e  previous  one .

   •    Different points of view  - Th ere  are  alw ays  
        us eful feature s  or us e s  for your softw are  th at 
        you didn't originally th ink  of. W ith  m em bers  of 
        th e  softw are  developer com m unity at-large  

        look ing at (and w ork ing on) your project, you 
m ay end up w ith  functionality th at you never 
cons idered before .

   •    M any eye s look ing at your project - Th e  m ore  
        people w h o review  th e  source  code  of your 
        project, th e  greater th e  ch ance th at bugs  and 
        s ecurity flaw s  w ill be  caugh t, allow ing th em  to 
        be  fixed sooner.

   •    Com m unity goodw ill - Never undere stim ate  
        th e  pow er of fre e  advertis ing. If your project 
        becom e s  popular w ith in th e  tech nical 
        com m unity, lik e  Linux h as , th at popularity can 
        spill over into th e  bus ine s s  arena.

W H Y W O ULD PEO PLE W ANT TO  VO LUNTEER  TO  W O RK 
O N M Y PRO JECT?
  W e developers  (ye s , I am  one  of th em ) are  strange 
people. W e lik e  to w ork  on projects  th at w e  find 
intere sting or th at ch allenge us . It's  a ch ance to gain 
experience  th at w e  can point to w h en look ing for a 
new  job. It's  also a w ay to get recognized by th e  
com m unity as  a capable developer. O n top of all of 
th os e  th ings , it's  a ch ance for us  to give som eth ing 
back  to th e  people w h o h ave h elped us  out along th e  
w ay and to h elp oth ers  w h o m ay not be  so fortunate . 
Som e of us  th ink  of it as  a form  of voluntary 
com m unity s e rvice .

IF EVERYO NE CAN LO O K AT M Y SO FTW ARE, W H AT'S TO  
STO P TH EM  FRO M  JUST TAKING IT?
  Th at's  a very good q ue stion, and one  th at I h ear 
q uite  often. Th e  answ er is  it all com e s  dow n to th e  
licens e  th at you ch oos e  to releas e  your w ork  under. 
Th ere  are  a lot of accepted open source  licens e s , so I 
am  only going to give a brief de scription of a few  of 
th e  m ore  popular one s .

   •    BSD –  Th e  person w h o m odifie s  th e  project 
        m ay ch oos e  w h eth e r  or not to open source  th e ir 
        derivative, but th e  copyrigh t notice  for th e  
        original  project m ust be  included w ith  th e  
        docum entation (if th e  derivative w ork  is  closed) 
        or in th e  code  (if th e  derivative w ork  is  open). 
        Bas ically, under th is  licens e , anyone can do 
        anyth ing w ith  th e  code  th at th ey w ant as  long as  
        th ey say th at th e  code  is  in th e re .
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   •    Apach e  –  If a softw are  developm ent project 
        contains  code  releas ed under th e  Apach e  
        licens e , th e ir copyrigh t notice  and disclaim er 
        m ust be  included in th e  docum entation and th e  
        source  is  allow ed to be  e ith e r open or closed.

   •    GPLv2 –  If th e  project th at contains  code  
        licens ed under th e  GPLv2 is  releas ed, all 
        ch ange s  to th e  code  m ust also be  releas ed under 
        th e  GPL. Th is  is  th e  licens e  us ed by m any open 
        source  projects  including th e  Linux k e rnel.

LET M E GET TH IS STRAIGH T. IF I USE CO DE LICENSED 
UNDER  TH E GPL, I H AVE TO  RELEASE W H AT I M AKE 
W ITH  IT TH E SAM E W AY?
  If you releas e  th e  project th at you incorporate th e  
GPL'ed code  in, th en ye s , you h ave to open source  
your project as  w ell. If, on th e  oth er h and, you just 
us e  th e  softw are  you m ak e  in-h ous e , you don't h ave 
to publis h  your code . H ow ever, even if it is  just in-
h ous e , you s h ould th ink  about w h eth e r th e re  is  
actually anyth ing to be  gained by k e eping people 
from  s e e ing it. If th e  answ er is  not really, th en 
cons ider opening it up anyw ay.

I LIKE TH E IDEA O F TH E GPL, BUT DO  I H AVE TO  
ACCEPT EVERYTH ING TH AT SO M EO NE O FFERS M Y 
PRO JECT?
  W h ile th e  GPL h as  a great deal of benefits  th at 
com e from  accepting contributions  to your project 
(functionality and bug fixe s  am ong th e  big one s), at 
th e  end of th e  day, you're  th e  one  in control of th e  
project and can decide  w h o you w ant to be  able to 
contribute  th ings  to it. You don't h ave to accept 
anyth ing suspect or th at you don't w ant to if you're  in 
control of th e  project.

H O W  DO  I JO IN TH E CO M M UNITY?
  Th e  eas ie st w ay is  to contribute . Start a project or 
w ork  on an existing one  by adding functionality or 
subm itting patch e s . Sourceforge  
(w w w .sourceforge .net) is  an excellent place to find or 
start projects . You can also join th e  m ailing list for 
th e  project th at intere sts  you in order to com m unicate 
w ith  th e  oth e r people w h o are  w ork ing on th e  
project. As  tim e  goe s  on, you w ill be  able to tak e  on 
m ore  re spons ibility on th at project, and th us  in 

th e  com m unity, if you w ant.
  I h ope  th is  article h elped answ er m ost of th e  
q ue stions  th at you h ad concerning open source  for 
your bus ine s s . As  I said at th e  beginning, th is  w as  
just a brief overview  of w h at open source  is  and h ow  
it can w ork  for you. If you h ave m ore  q ue stions , th e re  
are  a great deal of place s  th at you can turn to. O ne  of 
th e  be st of th e s e  is  your local Linux User's  Group, 
m any of w h ich  can be  found via Linux.org's  list of 
us e r's  groups  located at w w w .linux.org/groups/.

JAM ES H O LLINGSH EAD IS TH E EXECUTIVE EDITO R  FO R  
O 3 M AGAZ INE. JAM ES IS BASED O UT O F 
CH ILLICO TH E, O H IO .  JAM ES CAN BE REACH ED VIA 
EM AIL AT JAM ES@ O3M AGAZ INE.CO M .

"... LINUX, ISN'T TH AT FO R  BANKS? I DO N'T NEED TH AT 
KIND O F SECURITY!" -- INTERNET CAFE O W NER

  Several years  ago I w as  as k ed to put togeth e r a q uote 
for an Internet cafe on th e  w e st coast of Ireland. 
Several local and national com puter retailers  h ad 
already q uoted but w ere  too h igh  for th is  very sm all 
startup run by a bus ine s s  lady w h o h ad no com puter 
experience  at all.
  Th e  ow ner w as  concerned about W indow s  and 
connecting W indow s  to th e  Internet becaus e  of 
s ecurity. I put togeth e r tw o q uote s , one  for Linux 
de s k tops  and one  for just s ecuring th e  W indow s  
de s k tops  w ith  a Linux bas ed firew all / router. 
  W h at w as  intere sting about th is  particular experience  
w as  th at th e  bus ine s s  ow ner didn't w ant anyth ing to do 
w ith  Linux, not becaus e  it "look s  different" but 
becaus e  it w as  "too s ecure". Sh e  felt th at s h e  didn't 
ne ed th at level of s ecurity and th at Linux solutions  
w ere  really for bank s . 
  Five years  later, th is  particular individual got in 
contact w ith  m e  th rough  one  of m y previous  
em ployers . H e r netw ork  of W indow s  de s k tops  w ere  
be ing constantly com prom is ed by both  local students  
and rem ote us e rs . 
  Turns  out th at a national com puter com pany sales  rep 
told h e r Linux w as  for bank s , th is  type  of sales  rep 
FUD re sulted in a solution th ats  cost m ore  and in th e
long run failed.  - - Com m ents from  th e  Editor
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MultiLaye r Sw itch ing in Linux

LINUX H AS H AD SOME FORM OF BRIDGING AND VLAN SUPPORT IN IT FOR AW H ILE

MULTILAYER SW ITCH ING, SPANNING TREE AND OTH ER ADVANCED SW ITCH ING FEATURES ARE NOW  POSSIBLE

BY JOH N BUSW ELL

            t first glance LISA, th e  Linux Sw itch ing 
           Appliance project look s  lik e  a very intere sting
           project, providing Layer 2/3 pack et sw itch ing
           support to Linux. O riginally w e  planned to 
w rite  an article specifically on LISA, unfortunately, 
w e  q uick ly discovered th at LISA is  still very m uch  in 
a developm ental stage, so th is  article h as  be en 
expanded to cover th e  w ider range of sw itch ing 
solutions  for Linux. Th is  is  an introductory article, 
over th e  com ing m onth s  th e  NETWO RKING 
s egm ent of O 3 w ill go into detail on im plem enting 
various  netw ork ing solutions  in Linux and us ing 
open source  projects  to te st and extend th e  s ecurity of 
traditional netw ork  protocols .
  W e te sted LISA under Linux 2.6.10, it cons ists  of a 
k e rnel patch  providing th e  “Eth ernet Sw itch ” m odule 
under Netw ork ing O ptions  and a couple of us e rspace  
tools . Th e  project provide s  a m ini-distribution, 
h ow ever all you really ne ed is  th e  patch ed k e rnel and 
th e  sw ctl us erspace  tool th at is  provided by th e  
project.
  Th e  sw ctl tool allow s you to add/rem ove interface s  
from  th e  sw itch , add/rem ove vlans from  th e  vlan 
databas e , create  trunk s  and create  virtual interface s  
for a given vlan. W e te sted its  layer 2/3 sw itch ing 
capabilitie s , perform ance w as  pretty good and th e  
sw itch e s  forw arding databas e  w ork ed as  expected. 
Interoperability w ith  oth er VLAN speak ing device s  
s e em ed to w ork  w ell, w e  te sted LISA connected to 
Cisco Catalyst 5505 and Nortel 3408 Application 
Sw itch e s , layer 2 and layer 3 connectivity over th e  
VLANs, and VLAN routing w ork ed.
  Th e  dow ns ide  to th is  project is  clearly its  future , th e  
last releas e  w as  back  in June 2005, and it look s  lik e  a 
final year project for tw o Rom anian students . If you 
plan to s e riously cons ider us ing LISA, de spite  th e  
sponsors , I w ould w ait and s e e  if th e  project 
continue s  developm ent unles s  you plan to m aintain 
th e  code  yours elf. At th e  tim e  th is  article w as  w ritten 
th e  late st releas e  of LISA re q uire s  som e  patch ing to 
w ork  w ith  Linux 2.6.14. Th e  us e rspace  tools are  

h ard-coded, so you h ave to m odify th e  path  to th e  
Linux h eader file s  in each  M ak efile, and w ith  
ch ange s  to th e  s k b code  in 2.6.14, you w ill need to 
m odify th e  calls to deliver_ s k b() and oth er pos s ibly 
oth er s k b routine s  th at th e  sw itch ing code  us e s .
  O verall, LISA h as  a good deal of potential, w h eth e r 
its  current developers  plan to continue  developm ent 
beyond Univers ity rem ains  to be  s e en. LISA can be  
obtained from  h ttp://lisa.ine s .ro/.

SPANNING TREE PRO TO CO L (802.1D)
  M ost enterpris e  layer 2 sw itch e s  support IEEE 
802.1d “Spanning Tre e  Protocol”, w h ile LISA its elf 
doe sn't provide  STP, th e  Linux bridging suite  
(h ttp://bridge .source forge .ne t) doe s  provide  good 
STP support. STP allow s m ultiple bridge s  to w ork

STP.1 EXAM PLE SPANNING TREE NETW O RK
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togeth e r by providing path  redundancy w h ile 
elim inating loops  in th e  netw ork , it is  a Layer 2 
protocol. STP w ork s  by s ending out a special pack et 
called a BPDU (bridge  pack et data unit) 
com m unicating w ith  oth er bridge s  to discover h ow  
each  is  interconnected. Th e  exch ange of BPDUs 
re sults in th e  election of a root bridge . Th is  is  called 
spanning tre e  convergence . O nce an STP h as  
converged, each  bridge  s ets  a link  to e ith e r a 
FO RWARDING or a BLO CKED state . It is  th is  
determ ination of BLO CKED or FO RWARDING 
w h en m ultiple active path s  exist betw e en bridge s  th at 
prevents  loops  in th e  netw ork . Spanning tre e  loops  
are  not a good th ing, th ey can flood th e  netw ork , and 
m ore  often th an not lead to netw ork  failure . Th e  be st 
w ay to de scribe  th e  BLO CKED state is  th at it is  an 
active link  s itting in standby
  In diagram  stp.1 w e  h ave 5 sw itch e s , during 
convergence  a “root bridge” is  elected th rough  th e  
exch ange of BPDUs as  m entioned above. O nce th e  
root bridge  is  s elected, all link s  not re q uired to reach  
th e  root bridge  are  placed into a BLO CKED state . In 
our diagram , sw itch  2 is  be st candidate  for becom ing 
th e  root sw itch . You can s e e  h ow  convergence  plays  
out in th at s ituation in th e  s econd diagram  stp.2.
  Spanning tre e  doe s  not h ave any auth entication, and 
a degre e  of trust m ust be  as sum ed for each  
bridge/sw itch  participating in th e  spanning tre e . 
W h ile th is  is  typically a non-is sue  for sw itch ed 
environm ents , w h en cons idering th e  us e  of STP 
support on a Linux system  th rough  th e  bridging 
suite , you ne ed to m ak e  sure  th at you don't create  th e  
capability of a rem ote attack er injecting STP BPDUs 
into your netw ork  e ith e r by com prom is ing th e  bridge  
or th e  bridge  s im ply forw arding pack ets  rece ived, 
th is  is  e specially im portant w h en bridging betw e en a 
private netw ork  and th e  Internet or public W iFi 
netw ork . STP filtering is  pos s ible w ith  ebtables  
(h ttp://e btable s .source forge .ne t) as  part of th e  
bridging suite .
  Th ere  are  tw o “extens ions” to Spanning Tre e  th at 
are  typically of intere st th e s e  are  802.1w  and 802.1s . 
802.1s  is  m ultiple spanning tre e s  and im plem ents  
spanning tre e  groups . A num ber of com panie s  offer 
Layer 2 / Layer 3 sw itch ing solutions  as  proprietary 
solutions  th at w ork  under Linux, one  such  com pany 
is  ipinfus ion (w w w .ipinfus ion.com ). At th e  tim e  of 
th is  article, no open source  802.1s  project w as  found.
802.1w  is  th e  rapid reconfiguration of spanning tre e ,

STP.2 SW ITCH  2 AS RO O T BRIDGE / CO NVERGENCE CO M PLETED

often called rapid spanning tre e , fast spanning tre e  or 
fast convergence . 802.1w  becom e s  im portant in 
larger m ore  com plex sw itch ed environm ents  w h e re  
traditional spanning tre e  convergence  can tak e  a 
longer period of tim e  due  to th e  com plexity of th e  
netw ork . 802.1w  support is  planned for th e  Linux 
bridging suite , and an RSTP library and s im ulator 
exist over at h ttp://rstplib.source forge .ne t.

LAYER  2 FILTERING, EBTABLES, VLANS AND VM PS
  An im portant part of th e  bridge  suite  is  ebtables , 
ebtables  is  e s s entially th e  iptables  for th e  layer 2 
w orld. ebtables  can filter eth e rnet protocols, m ac 
addre s s e s , s im ple IP h eaders , arp h eaders , 802.1q , 
interface s . It can also perform  MAC addre s s  
translation, logging, fram e  counters , m ark  and m atch  
fram e s .
  Anoth er im portant part to Eth ernet sw itch ing is  
VLAN support. Linux h as  decent 802.1Q support. 
VLAN (Virtual LAN) create s  a logical Eth ernet 
broadcast dom ain, th is  enables  a sw itch  for exam ple 
to h ave m ultiple device s  in different netw ork s  
plugged into th e  sam e  sw itch , and be h ave as  if you 
h ad a s eparate  sw itch  for each  netw ork .VLANs in 
Linux are  relatively easy to s etup, you just m ark  th e  
interface (eg. eth 0) as  up, th en us e  th e  vconfig utility 
to add th e  interface to a particular vlan. Linux s e e s
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th e  vlan as  a typical netw ork  interface, you can 
as s ign an IP to it and so forth . Som e netw ork  drivers  
in Linux ne ed specific patch e s  to m ak e  th em  w ork  
w ith  802.1Q.
  VLAN Managem ent Policy Server (VMPS) us e s  a 
special protocol called VQP (VLAN Query Protocol) 
to autom atically determ ine  VLAN m em bers h ip bas ed 
on th e  MAC addre s s  of th e  device  connecting to th e  
netw ork . VMPS is  supported on Cisco Catalyst 
sw itch e s , and th e  O penVMPS project 
(h ttp://vm ps .source forge .ne t) provide s  an open source  
im plem entation.

M ULTIPRO TO CO L LABEL SW ITCH ING (M PLS)
  Anoth er type  of sw itch ing is  MPLS, M ultiprotocol 
Label Sw itch ing. MPLS w ork s  by h aving a “label 
edge  router” as s ign a label to incom ing pack ets . 
Pack ets  are  forw arded along a “label sw itch  path  
(LSP)” w h e re  each  label sw itch  router (LSR) m ak e s  
forw arding decis ions  bas ed solely on th e  contents  of 
th e  label. At each  h op, th e  LSR rem oves  th e  existing 
label and applie s  a new  label w h ich  tells th e  next h op 
h ow  to forw ard th e  pack et. LSPs provide  a variety of 
solutions  such  as  perform ance guarantee s , routing 
around netw ork  conge stion or to create  IP tunnels for 
netw ork  bas ed VPNs.
  Linux h as  excellent MPLS support, th e re  is  an 
MPLS forw arding plane for th e  2.6.x k e rnel, and an 
im plem ention of LDP (RFC3036). Th e  MPLS 
project can be  found at h ttp://m pls -
linux.source forge .ne t and h ttp://w w w .m plsrc.com  is  
an excellent source  of inform ation on MPLS if you 
are  intere sted in learning m ore  about MPLS.

TESTING LAYER  2 NETW O RK SECURITY
  Yers inia is  a netw ork  s ecurity tool de s igned to tak e  
advantage of w eak ne s s e s  in s everal protocols 
including Spanning Tre e  Protocol, Cisco Discovery 
Protocol, Dynam ic Trunk ing Protocol, DH CP, H SRP, 
802.1q , Inter-Sw itch  Link  Protocol (ISL) and VLAN 
Trunk ing Protocol. Yers inia is  an open source  project 
and can be  found at h ttp://ye rs inia.source forge .ne t. 
Next is sue , w e  w ill tak e  an in-depth  look  at Yers inia, 
and th e  attack s  us ed against netw ork  protocols m ost 
enterpris e s  h ave deployed in th e ir production 
netw ork s .
  Yers inia provide s  an im portant tool, e specially for 
larger com panie s  th at m aintain lab duplicate 
environm ents  of th e ir production netw ork . for

te sting and understanding h ow  your netw ork  w ill 
re spond to a particular attack , as  w ell as  to te st new  
feature s  provided by vendors  de s igned to prevent or 
reduce  th e  im pact of specific attack s . 

LAYER  4 SW ITCH ING W ITH  LINUX VIRTUAL SERVER
  Layer 4 sw itch ing, m ore  com m only referred to as  IP 
load balancing, is  th e  proce s s  of intelligently 
sw itch ing pack ets  de stined for a specific IP and port 
(TCP/UDP) to a different IP and/or ports . Es s entially 
it is  a fancy form  of NAT and addre s s  translation 
w h e re  th e  de stination is  s elected dynam ically bas ed 
on specific criteria, such  as  load balancing m etrics , 
QoS or th e  h ealth  of th e  propos ed de stination. Th e  
device  betw e en th e  source  and th e  target m aintains  
state . Th e  Linux Virtual Server project 
(h ttp://w w w .linuxvirtuals e rve r.org) provide s  an O pen 
Source  solution for Layer 4 sw itch ing. 
  For h igh  capacity, port dens ity or m is s ion critical 
applications  w h e re  h igh e r s e s s ion capability, 
advanced feature s  and perform ance are  a k ey factor, 
th en proprietary solutions  such  as  Nortel Application 
Sw itch e s  (form erly Alteon), Cisco, F5, Foundry 
Netw ork s  and Radw are  all offer Layer 4 - Layer 7 
solutions . 

FURTH ER  READING
  Linux h as  a good s election of projects  for 
im plem enting m ultilayer sw itch ing. Below  are  a 
couple of us eful link s  th at w ere  valid at th e  tim e  th is  
article w as  w ritten, if you are  intere sted in learning 
m ore  about som e  of th e  concepts  discus s ed in th is  
article.

DYNAM IC VLANS
h ttp://w w w .ne tcraftsm e n.ne t/w e lch e r/pape rs/sw itch vm
ps .h tm l

UNDERSTANDING SPANNING TREE PRO TO CO L
h ttp://w w w .cisco.com /unive rcd/cc/td/doc/product/rtrm
gm t/sw _ ntm an/cw s im ain/cw s i2/cw s iug2/vlan2/stpapp.
h tm

LAYER  4-7 SW ITCH ING PRIM ER
h ttp://w w w .norte l.com /solutions/e nte rpris e /e nabling_ t
e ch /laye r4-7/
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Ope n Source  Te le ph ony

OPEN SOURCE TELEPH ONY IS RELATIVELY EASY TO SETUP AND CAN SAVE YOUR BUSINESS TH OUSANDS

SMALL BUSINESSES CAN NOW  DEPLOY ADVANCED VOICE SOLUTIONS W H EN TH EY W ERE PREVIOUSLY COST PROH IBITIVE

BY JOH N BUSW ELL

            h e  Private Branch  Exch ange (PBX) is  a
            critical com ponent for any bus ine s s  regardles s
            of s ize . Th e  PBX provide s  a private, com pany
            ow ned teleph one  exch ange w h ich  can 
drastically reduce  th e  cost of s e rvice s  re q uired from  
th e  teleph one  com pany. Traditionally, PBX system s  
h ave be en expens ive and re q uired specialized 
tech nicians  to deploy. H ow ever, th at h as  ch anged 
w ith  th e  daw n of O pen Source  Teleph ony and th e  
digital PBX. Th e  PBX tak e s  a lim ited num ber of 
trunk  line s  from  th e  bus ine s s  to th e  ph one  com pany's  
central office  (local exch ange), and enables  th em  to 
be  s h ared am ong th e  ph one  e q uipm ent w ith in th e  
com pany. Th rough  th e  us e  of IP teleph ony and 
Virtual Private Netw ork s  (VPN) it is  pos s ible to 
connect and s h are  PBX solutions  at different 
com pany office s . Th is  article w ill introduce you 
briefly to som e  of th e  term s , discus s  a solution, th e  
cost saving benefits  and various  open source  projects .

T1, E1, J1, FXO  AND FXS
  Connecting your PBX to th e  public ph one  system  
w ill e ith e r involve a regular RJ21/PSTN (ph one  jack ) 
connected to an FXO  port, or som e  form  of 
ch annelized trunk  from  th e  ph one  com pany. In North  
Am erica th e s e  trunk s  are  called T1, th e  e q uivalent of 
24 ph one  line s  (ch annels). In Europe th ey are  called 
E1 (32 ch annels) and in Japan J1 (24 ch annels). An 
FXS port is  a port on your PBX th at you w ould 
connect a regular analog ph one  to. Th e  FXS port 
generate s  th e  voltage on th e  w ire  to operate  th e  
analog ph one .

VOIP
  Voice  over IP is  analog audio (ph one) converted to a 
digital form at and distributed over an IP netw ork  to a 
de stination. Th ere  are  a num ber of different protocols 
th at can be  us ed to ach ieve VoIP; for th e  m ost part 
w e  w ill focus  on SIP (Se s s ion Initiation Protocol) and 
IAX (Inter Asteris k  Exch ange) in our VoIP s erie s . 
  Cisco h as  a proprietary protocol called SCCP

(Sk inny) and th e re  is  also H .323. M ost Cisco IP 
ph one s  support SIP, h ow ever th ey are  typically 
s h ipped w ith  SCCP softw are  loaded.

H ARDW ARE
  Digium  (h ttp://w w w .digium .com ), th e  com pany 
be h ind th e  m ost popular open source  PBX softw are , 
Asteris k  (h ttp://w w w .aste ris k .org), provide s  a 
num ber of h ardw are  options  for connecting your 
open source  PBX to th e  ph one  com pany. If you are  a 
sm all bus ine s s  w ith out th e  ne ed for too m any line s , 
th en th e  TDM400 is  a nice  m odular card th at allow s 
you to m ix and m atch  up to four m odules  (FXS or 
FXO ) per card to m e et your ne eds . Th ey also supply 
T1/E1/J1 cards , s ingle, dual and q uad port cards . In 
addition to Digium , Sangom a Tech nologie s  
(h ttp://w w w .sangom a.com ) also s ells s everal Asteris k  
com patible ch annelized cards .  Us ing th e  TDM400 
cards  you can also connect regular analog teleph one s  
to your PBX. Alternatively,  you can us e  m any of th e  
available VoIP ph one s  or ATA units  on th e  m ark et 
today. ATA (Analog Teleph one  Adapter) is  
e s s entially a sm all em bedded device  th at converts  
VoIP to analog, s im ilar to h aving a sm all system  
running asteris k  and a TDM400 w ith  FXS ports  to 
drive your analog ph one s  from  a VoIP netw ork . You 
w ill also ne ed a s e rver to act as  your PBX w ith  th e  
appropriate  h ardw are  (discus s ed above) to connect to 
th e  ph one  com pany, as  w ell as  th e  appropriate  
h ardw are  to connect e ith e r to your VoIP netw ork  or 
your analog ph one s .

ASTERISK
  At th e  h eart of th e  O pen Source  PBX, w e  h ave 
Asteris k . Asteris k  is  a fully featured PBX, providing 
all th e  feature s  of traditional PBX system s , such  as  
call q ueuing, conference  bridging, voice  m ail and 
m uch  m ore . Th ere  is  a full list of feature s  available 
on th e  Asteris k  s ite  
(h ttp://w w w .aste ris k .org/fe ature s/). If you are  us ing 
th e  Digium  h ardw are  you ne ed to dow nload th e
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zaptel suite  as  w ell as  asteris k . Th e  zaptel suite  
provide s  k e rnel drivers  for th e  Digium  h ardw are . 
Com piling asteris k  is  relative easy. O nce 
uncom pre s s ed, it only re q uire s  a s im ple m ak e; m ak e  
install. It is  im portant to read th rough  th e  s ecurity 
m aterial on Asteris k . Not only do you h ave to focus  
on th e  s ecurity of th e  s e rver on w h ich  Asteris k  
re s ide s , but you m ust also cons ider th e  s ecurity of 
Asteris k  its elf, and to m ak e  sure  th at inbound dialers  
(or re stricted outbound dialers) don't h ave th e  
capability to m ak e  toll calls or oth erw is e  acce s s  parts  
of Asteris k  via th e  ph one  system  th at w ould be  
unde s irable. Configuring Asteris k  is  an involved 
proce s s , w ell beyond th e  scope  of th is  article. O 3 w ill 
look  at configuring Asteris k  in depth  in few  is sue s .

EXAM PLE DEPLO YM ENT
  In th e  figure  oppos ite , w e  h ave a sam ple 
deploym ent cons isting of tw o office  locations  and a 
rem ote telecom m uter. Th e  first s ite  is  bas ed in 
Cincinnati, O h io in th e  United State s , w h ile th e  
s econd s ite  is  located in Dublin, Ireland. Th e  first s ite  
is  connected via a T1 trunk  (24 ch annels) to th e  local 
513 area code , w h ile th e  s econd s ite  is  connected via 
four standard PSTN line s  to th e  local exch ange in 
Dublin. Both  s ite s  are  us ing Linux s e rvers  running 
Asteris k  and are  connected to th e  Internet via a h igh  
spe ed broadband connection. 
  For th e  sak e  of th is  exam ple, lets  say th at th e  Dublin 
office  is  a sales  office , w h ile th e  Cincinnati office  
contains  tech nical support staff. Th e  com pany w is h e s  
to provide  tech nical support from  th e  Cincinnati 
office  to custom ers  in th e  Dublin area. Th is  w ould be  
an expens ive project to com plete us ing traditional 
tech nology, h ow ever w ith  Asteris k  and O pen Source  
tech nologie s  it is  pos s ible to im plem ent th is  w ith  
relatively low  costs  to th e  com pany. 
  Th e  tw o office s  can be  connected togeth e r us ing 
O penVPN (h ttp://w w w .openvpn.net), providing a 
s ecure  transport for th e  com m unication betw e en th e  
tw o PBX system s . Asteris k  com e s  w ith  its  ow n 
exch ange protocol called IAX; alternatively you can 
run SIP as  w ell. W h ile IAX2 doe s  h ave PKI style 
auth entication and trunk ing, it w on't protect th e  
contents  of your calls from  be ing sniffed off th e  w ire , 
so utilizing a VPN tech nology w h en routing private 
calls betw e en office s  over th e  Internet is  your be st 
bet. 
  O nce configured correctly, a client calling th e  local  

office  in Dublin (local call), now  h as  th e ir call routed 
upon s electing th e  support option over th e  Internet to 
th e  Cincinnati support q ueue . Now  th e  com pany can 
benefit from  th e  expertis e  it h as  e stablis h ed locally in 
Cincinnati area to its  Dublin custom ers , w ith out 
re q uiring th e  custom ers  to call long distance .
  In addition, staff at th e  Dublin office  can call, 
conference  and perform  a w ide  range of oth er tas k s  
as  if th e  Cincinnati location w as  local, and vice  
versa. 
  Th e  exam ple s h ow s  a rem ote w ork e r. Th is  m igh t be  
an on call tech nical support engine er to cover th e  
early m orning bus ine s s  h ours  in Europe from  th e ir 
h om e . H e re  th e  engine er connects  to th e  Cincinnati 
office  via VPN, and h as  a firew all in place to protect 
th e ir local netw ork . Th e  firew all is  also running a SIP 
Proxy, w h ich  allow s th e  SIP / soft ph one  to register 
w ith  th e  Asteris k  PBX w h ile rem aining be h ind its  
firew all.

SIP PRO XY
  Siproxd (h ttp://s iproxd.sourceforge .net) and 
PartySIP (h ttp://w w w .nongnu.org/partys ip/) are  tw o 
open source  SIP proxie s . A SIP proxy h andles  
registration of SIP clients  on a private netw ork  and 
perform s  rew rite s  on th e  SIP m e s sage s  to m ak e  
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SIP connections  pos s ible th rough  a firew all 
providing NAT (Netw ork  Addre s s  Translation). SIP 
(Se s s ion Initiation Protocol) is  defined by RFC 3261 
and is  one  of th e  protocols us ed by softw are  and 
VoIP ph one s . Th e  alternative approach  is  a m eth od 
called STUN w h ich  enables  a SIP client to determ ine  
th e  public IP addre s s , but for th is  to w ork  a w ide  
range of ports  m ust be  opened on th e  firew all. 
Instead, projects  such  as  s iproxd actually perform  
layer 7 pack et inspection and rew rite  on th e  SIP 
pack ets  s ent th rough  th e  proxy.

ASTLINUX
  AstLinux (h ttp://w w w .astlinux.org) is  a custom  
Linux distribution centered around asteris k . 
AstLinux provide s  an out of th e  box solution w ith  a 
w ide  range of feature s , m ak ing it a us eful solution for 
a q uick  em bedded or com m ercial Asteris k  
installation. W ith  a little effort, it can be  eas ily 
m odified to fit alm ost any s ituation. Th e  project 
provide s  a num ber of us eful im age s , including a 
bootable ISO  im age . Th e  project is  geared tow ards  
us ing older Pentium -MMX, and em bedded solutions  
such  as  th e  Soe k ris  line  of em bedded device s . If 
you're  look ing to provide  a large solution w ith  
m ultiple T1 line s , m ultiple IAX trunk s  and large 
am ounts  of space  for IVR/Voice  m ail solutions , 
s electing your favorite  enterpris e  Linux distribution 
and installing Asteris k  from  source  m igh t be  a better 
approach .

ASTERISK@ H O M E
  Asteris k  @ H om e , w h ich  can be  found online  at 
h ttp://aste ris k ath om e .source forge .ne t is  a fast and 
s im ple solution for getting Asteris k  up and running 
q uick ly. Asteris k  @ H om e  is  a Linux distribution th at 
utilize s  CentO S (w w w .ce ntos .org) and provide s  a 
w eb bas ed interface for configuring and m anaging 
Asteris k . Th e  solution include s  anoth er project AMP 
(Asteris k  M anagem ent Portal) w h ich  can be  found at 
h ttp://coale sce ntsyste m s .ca/inde x.ph p. AMP is  flas h  
bas ed and provide s  a w ide  range of m anagem ent 
tas k s . If you w ant to get Asteris k  running q uick ly 
w ith out going in-depth , Asteris k  @ H om e  is  a great 
solution.

ENUM , E.164 AND DUNDI
  ENUM  is  e s s entially DNS for your teleph one  
num ber. E.164 is  an international teleph one

num bering plan adm inistered by th e  ITU, w h ich  
provide s  th e  form at, structure  and adm inistrative 
h ie rarch y of teleph one  num bers . A fully q ualified 
E.164 num ber contains  th e  country code  (eg. + 353 
for Ireland), area code  and ph one  num ber for th e  
de stination. ENUM  provide s  e s s entially revers e  DNS 
m apping on th e  ph one  num ber, to convert th at 
num ber to an IP addre s s  th at w ould typically be  able 
to h andle call routing to th at num ber (eg. a SIP proxy 
run by th e  ph one  com pany th at provide s  PSTN 
s ervice  to th e  particular area code  in th at country).
  DUNDi is  a distributed pe er to pe er system  for 
locating Internet gatew ays  to ph one  s e rvice s . DUNDi 
is  a distributed solution w ith  no centralized auth ority 
as  w ith  ENUM . DUNDi is  a routing protocol so th at 
s e rvice s  m aybe  routed and acce s s ed us ing industry 
standard VoIP tech nologie s  such  as  IAX, SIP or 
H .323.
  DUNDi provide s  a solution th at enables  th e  creation 
of h igh ly available enterpris e  PBX solutions , w h e re  
no one  PBX create s  a central point of failure . DUNDi 
also provide s  an Internet bas ed E.164 pe ering system , 
for m ore  details review  th e  docum entation and 
m em bers  at h ttp://w w w .dundi.com .

SIPX
  s ipX (h ttp://w w w .s ipfoundry.org/s ipX/s ipXus e r/) is  
an O pen Source  PBX solution bas ed on SIP. s ipX 
provide s  m any of th e  PBX capabilitie s  of asteris k  
such  as  DID, H unt groups , Call forw arding, voice  
m ail and so on. s ipX doe sn't provide  any gatew ay 
capabilitie s  w ith  th e  PSTN, it is  a pure  SIP IP PBX 
solution. It h as  som e  intere sting feature s  such  as  
XML bas ed call routing and th e  ability to configure  
attach ed ph one s  and gatew ays . 

SIP EXPRESS RO UTER
  Th e  SIP Expre s s  Router, is  a h igh  perform ance 
configurable fre e  SIP s e rver w h ich  can act as  a 
proxy, redirect or registrar s e rver ch eck  it out at 
h ttp://w w w .ipte l.org/s e r/. Th ere  is  also th e  O penSER 
project at h ttp://w w w .ope ns e r.org/.

RUBY O N RAILS INTEGRATIO N
  Next is sue  a look  at w eb integration w ith  Asteris k  
us ing ragi (h ttp://ragi.source forge .ne t).

DUNDi, IAX and Asteris k  are  tradem ark s  of Digium  
Inc. (h ttp://w w w .digium .com ).
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De ploying W ifidog -- Th e  e m be dde d Captive  Portal

W IFIDOG IS A C BASED CAPTIVE PORTAL DESIGN FOR TH E LINKSYS W RT54G BUT RUNS

ON ANY LINUX PLATFORM. IT PROVIDES ACCESS CONTROL, BANDW IDTH  ACCOUNTING AND MUCH  MORE

BY JOH N BUSW ELL

            ifidog is  a ligh tw e igh t captive portal solution
            de s igned to run on em bedded device s  such  as
            th e  Link Sys  W RT54G. Th e  Link Sys  W RT54G
            and W RT54GS are  low  cost w irele s s  routers  
from  Link Sys  th at run Linux. Th e s e  device s  can run 
alternative firm w are , be  careful becaus e  running such  
firm w are  w ill VO ID YO UR WARRANTY. H ow ever 
m ost retail outlets  h ave th e s e  routers  for under $70, 
so it is  not too m uch  to ris k .
  O penW RT is  th e  alternative firm w are  ch oice  for 
running open source  applications  on th e  W RT54G, 
from  th is  point on I'll refer to th e  W RT54G/GS as  AP 
(acce s s  point). Building O penW RT is  relatively easy, 
you s im ply dow nload th e  late st releas e  from  
w w w .openw rt.org, uncom pre s s , run m ak e  
m enuconfig, run th rough  th e  m enu options  to suit 
your ne eds , th en run m ak e . From  th at point on its  
pretty m uch  autom ated, you w ill need an Internet 
connection, broadband is  recom m ended due  to som e  
larger dow nloads  such  as  th e  Linux k e rnel.
  W h y w ould you w ant to ris k  your w arranty over 
som e  fre e  softw are , surely Link sys  h as  th e  be st 
firm w are? W ell Link sys  h ave th e  product de s igned 
for your average  us e r, w h ich  w ork s  great, but th e  
h ardw are  platform  is  extrem ely flexible running 
O penW RT. O nce you h ave O penW RT on th e re  you 
are  fre e  to upload alm ost any open source  application 
th at w ill com pile and fit on th e  h ardw are . You m igh t 
w ant to run a SIP ph one  be h ind th e  w irele s s  router, 
w ell w ith  O penW RT you can load s iproxd onto th e  
Link sys  along w ith  iptables  and th ats  it. As  you start 
to us e  O penW RT m ore , you'll s e e  exactly h ow  
flexible and h ow  great it is  to be  able to add new  
capabilitie s  to your netw ork .

W H AT IS A CAPTIVE PO RTAL
  A captive portal is  e s s entially a m eans  to prevent a 
us e r from  acce s s ing netw ork  re source s  (m ainly th e  
Internet) until th ey h ave auth enticated w ith  a s e rver.
Typically a captive portal is  us ed at w irele s s  h otspots , 
allow ing th e  us e r to log in, auth enticate and us e  th e

netw ork  as  th e ir privilege s  allow . Th e  us e r doe sn't 
h ave to k now  a particular addre s s , w h en th ey attem pt 
to us e  th e ir brow s er th ey are  transparently redirected 
to th e  auth entication page .
  W ifidog is  intere sting in th at it is  ligh tw e igh t 
enough  to run directly on low  cost w irele s s  h ardw are  
such  as  th e  AP, and ch eck s  netw ork  activity rath er 
th an us ing a javascript w indow . Th us  allow ing PDA, 
Cellph one s  and Sony PSPs to utilize  th e  re source s .

H O W  DO ES W IFIDO G W O RK?
  Th e  solution w ork s  by us ing firew all rules  to 
control traffic th rough  th e  router. W h en a new  us e r 
attem pts  to acce s s  a w eb s ite , th e  w ifidog com ponent 
on th e  AP w ill transparently redirect th e  us e r to th e  
auth  s e rver w h e re  th ey can e ith e r log in or s ign up. 
Th e  auth  s e rver and th e  w ifidog com ponent on th e  
AP w ill negotiate  h ow  to h andle th e  client, w h eth e r 
to perm it or deny certain netw ork  acce s s . Th e  AP 
talk s  to th e  auth  s e rver periodically to update 
statistics  such  as  uptim e , load, traffic per client and 
to act as  a h eartbeat.
  Th e  flow  diagram  below  illustrate s  th e  proce s s  th at 
W ifidog utilize s  (courte sy of ile sans  fil 
(w w w .w ifidog.org)).
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Th e client doe s  h is  initial re q ue st, as  if h e  w as  
already connected, (e .g.: h ttp://w w w .google .ca)

 • Th e  Gatew ay's  firew all rules  m angle th e  re q ue st to 
    redirect it to a local port on th e  Gatew ay. W h en 
    th at's  th e  done , th e  Gatew ay provide s  an H TTP 
    Redirect reply th at contains  th e  Gatew ay ID, 
    Gatew ay FQDN and oth er inform ations

 • Th e  Client doe s  h is  re q ue st to th e  Auth  Server as  
    specified by th e  Gatew ay

 • Th e  Gatew ay replie s  w ith  a (potentially custom ) 
   splas h  (login) page

 • Th e  Client provide s  h is  identification inform ations  
    (us e rnam e and pas sw ord)

 • Upon succe sful auth entication, th e  client gets  an 
    H TTP Redirect to th e  Gatew ay's  ow n w eb s e rver 
    w ith  h is  auth entication proof (a one -tim e  tok en)

 • Th e  Client th en connects  to th e  Gatew ay and th us  
    give s  it h is  tok en

 • Th e  Gatew ay re q ue sts  validation of th e  tok en from  
    th e  Auth  Server

 • Th e  Auth  Server confirm s  th e  tok en

 • Th e  Gatew ay th en s ends  a redirect to th e  Client to 
    obtain th e  Succe s s  Page from  th e  Auth  Server

 • Th e  Auth  Server notifie s  th e  Client th at h is  re q ue st 
    w as  succe s sful

GETTING O PENW RT O N TH E W RT54G/GS
  O penW RT tak e s  som e  tim e  to com pile, once it is  
done , if you h aven't run O penW RT previously you 
ne ed to do som e  w ork  on your router first. Th e  AP by 
default starts  out on 19 2.168.1.1/24. Th e  eas ie st w ay 
to configure  th e  router is  if you h ave a s econd 
eth e rnet interface in your Linux w ork station, connect 
th e  AP on port 1 to th e  s econd eth e rnet interface, and 
us e  ip link  set eth 1 up ; ip addr add 
19 2.168.1.10/24 dev eth 1 to configure  it. Next do a 
q uick  ping 19 2.168.1.1 to m ak e  sure  th at you can s e e  
th e  AP. Now  s im ply point a brow s er at 
h ttp://19 2.168.1.1 and us e  adm in/adm in as  th e  

us e rnam e / pas sw ord. Th is  is  th e  default for th e  AP. 
Th e  first th ing you ne ed to do is  ch eck  th e  firm w are  
vers ion, th is  is  displayed in th e  upper righ t h and 
corner. For th e  AP w e us ed th e  vers ion w as  3.37.7 
but w e  ne eded 3.37.2 to enable th e  boot_ w ait option 
on th e  AP to install O penW RT. A q uick  dow nload 
from  Link Sys , th en follow  th e  Adm inistration ->  
Firm w are  upgrade  option. Unzip th e  file from  
Link Sys , and in th is  cas e  w e  us ed 
W RT54GS_ 3.37.2_ US_ code .bin to dow ngrade  th e  
router. Sim ply s elect brow s e , s elect th e  file and s elect 
upgrade .
  Click  continue  once it com plete s , now  you s h ould 
s e e  3.37.2 (or 3.01.3 if you are  us ing a W RT54G 
v3.0). Refer to th e  O penW RT docum entation for 
details and specific vers ion num bers  as  th ey tend to 
ch ange periodically.
  In order for th e  O penW RT installation to proce ed 
w e  h ave to enable th e  boot_ w ait option in th e  
firm w are , th is  tells th e  AP to ch eck  for TFTP prior to 
loading th e  actual firm w are , w h ich  give s  us  th e  
opportunity to fe ed th e  AP, a O penW RT im age . Th e  
h ack  is  relatively s im ple, just paste  each  line  in turn 
below  and s elect th e  ping button after each  paste  in 
th e  addre s s  part of th e  ping w eb tool in th e  Link Sys  
firm w are . If you did it correctly, you'll s e e  an output 
of NVRAM  at th e  end of th e  last ping. You m ust 
configure  a static IP addre s s  on th e  Internet interface 
before  trying th is , oth e rw is e  it w on't w ork . You don't 
ne ed link  up, just a configured IP on th e  Internet 
(WAN) interface .

;cp${ IFS}*/*/nvram ${ IFS}/tm p/n

;*/n${ IFS}set${ IFS}boot_ w ait=on

;*/n${ IFS}com m it

;*/n${ IFS}sh ow >tm p/ping.log

W h en O penW RT com plete s  its  build, th e  im age s  are  
stored in bin/. Sim ply figure  out th e  correct one  for 
your h ardw are , th en us e  tftp to transfer it. Rem ove 
th e  pow er from  th e  AP, th en is sue :

 tftp 19 2.168.1.1
   tftp>  binary 
   tftp>  re xm t 1
   tftp>  tim e out 60
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  tftp>  trace  on
  tftp>  put ope nw rt-ve rs ion.bin

 [ Now  Pow er Up th e  Link Sys W RT54GS ]

 
  Give it a few  m inute s , as  O penW RT h as  to go 
th rough  a few  h oops  before  th e  AP w ill re spond to 
pings . Now  telnet to 19 2.168.1.1 once it re sponds  to 
pings  and you s h ould s e e  th e  O penW RT banner. If 
you us e  th e  s q uas h fs  im age , you ne ed to follow  th e  
com m ands  in th e  O penW RT docs  to rem ove th e  
/etc/ipk g.conf sym link  and copy th e  actual file from  
rom . You m ay also ne ed to us e  th e  nvram  com m and 
to s et th e  w an_ ipaddr and w an_ gatew ay options  in 
th e  firm w are . Rem oving /etc/re solv.conf and creating 
th e  file m anually w ill also be  re q uired.

GETTING W IFIDO G O N TH E W RT54G/GS
  Next to dow nload and install w ifidog s im ply:

 cd /tm p
 w get 
h ttp://old.ilesansfil.org/dist/w ifidog/w ifidog_ 1.1.1_
m ipsel.ipk  

ipk g install w ifidog_ 1.1.1_ m ipsel.ipk  -force -
overw rite

Th e -force -overw rite  is  re q uired if you are  running a 
later vers ion of O penW RT w ith  iptables  as  w ifidog 
trie s  to install tw o ipt extens ions  th at iptables  h as  
already installed.   
  Now  th e  w ifidog client is  installed on th e  AP. Edit 
/etc/w ifidog.conf, and run w ifidog -f -d 7 (debug 
m ode). Th e  configuration file is  w ell docum ented 
and s elf explanatory. 

W IFIDO G QUICKSTART CO NFIG
  Th is  is  not intended to provide  a production 
configuration, but a q uick  start guide  on w h at to 
s etup in th e  config, bare  m inim um  to get w ifidog 
running. Edit th e  Gatew ayID to m atch  your Auth  
Server configuration

ExternalInterface vlan 1
Gatew ayInterface br0

Auth Server {
 H ostnam e auth .m ydom ain.com
 SSLAvailable ye s
 Path  /
}

Ch eck Interval 60
ClientTim eout 5

...

Leave th e  firew all rules  to th e  default. Next configure  
th e  Auth  Server, and th en start w ifidog on th e  AP.

AUTH  SERVER
  PostgreSQL, Apach e  and PH P 5 are  re q uired to get 
th e  Auth  Server running. You install th is  on a local 
Linux box (not th e  AP). Sim ply dow nload th e  auth  
s e rver, m ak e  sure  you h ave all th e  prere q uis ite s  listed 
in th e  INSTALL file available, copy th e  w ifidog 
directory to your w eb s e rver, plug th e  url into your 
brow s er (e .g. 
h ttp://w ifidog.m ycom pany.com /w ifidog/install.ph p) 
and go th rough  th e  steps .

TESTING
  Now  s im ply connect a W iFi device  to th e  AP, try to 
brow s e  som ew h e re  and if you correctly configured 
w ifidog you'll be  pre s ented w ith  th e  captive portal 
s ign-up / login page .

FURTH ER  READING

O penW RT
h ttp://w w w .ope nw rt.org

W ifidog
h ttp://w w w .w ifidog.org

NoCat
h ttp://w w w .nocat.ne t

Link Sys
h ttp://w w w .link s ys .com
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Intrus ion De te ction

INTRUSION DETECTION SYSTEMS (IDS) MAKE UP AN IMPORTANT PART OF ANY NETW ORK SECURITY POLICY

W H Y DO YOU NEED IDS, W H ERE DO YOU PUT IDS AND H OW  DO YOU DEPLOY IT?

BY JOH N BUSW ELL

            n Intrus ion is  unauth orized netw ork  or system
            activity on your s e rvers  or netw ork s . Intrus ion
            Detection is  th e  art of detecting th is  
            unauth orized activity am ongst legitim ate 
netw ork  traffic by s ifting th rough  th e  data flow ing 
acros s  your netw ork . Th is  article focus e s  on Netw ork  
Intrus ion Detection System s  (NIDS), anoth er form  of 
IDS is  H ost Intrus ion Detection System s  (H IDS). 
Th e  difference  is  prim arily th at th e  latter focus e s  on 
th e  protection of just one  system . Th ere  are  advanced 
solutions  such  as  distributed IDS and IDS load 
balancing, th e s e  w ill be  discus s ed in dedicated 
articles  later in th is  s e rie s  on IDS.
  Som e bus ine s s e s  fe el th at com plex IDS solutions  
are  overk ill becaus e  th ey operate  a sm all bus ine s s  
th at nobody is  going to be  concerned w ith . H ow ever, 
th e s e  days , it is  th e  com puting re source s  and your 
bandw idth  to th e  Internet th at attack ers  w ant, not 
nece s sarily your intellectual property or to dis rupt 
your bus ine s s . Th ink  of attack ers  as  netw ork  “car-
jack ers”, th ey don't care  w h o you are , th ey just w ant 
your “car”. An IDS solution w ill h elp detect s igns  
th at som eone  is  look ing or trying specific exploits  
against your infrastructure  in an attem pt to gain 
furth er inform ation or acce s s .
  Th ere  is  one  aspect of IDS th at is  often overlook ed 
by tech nical staff and th at is  th e  legalitie s  of 
perform ing Netw ork  IDS. In m any countrie s  th e re  
are  strict w ire -tapping law s  and regulations , if you do 
not already h ave an IDS in place, e specially for sm all 
and m edium  s ized bus ine s s e s  it is  alw ays  w orth  
consulting w ith  a legal expert to determ ine  w h at law s  
and regulations  you m ust abide  by, as  th is  m ay 
determ ine  w h at you m ust disclose  to em ployee s , 
custom ers  and h ow  IDS inform ation is  reported.
  Snort is  th e  de  facto standard for intrus ion detection 
/ prevention system s . Snort utilize s  a rule -driven 
language, w h ich  com bine s  th e  benefits  of s ignature , 
protocol and anom aly bas ed inspection m eth ods . 
Snort is  th e  m ost w idely deployed IDS tech nology in 
th e  w orld. If you w ant to do netw ork  IDS, th en Snort

is  th e  w ay to go. Snort supports  IP defragm entation, 
TCP stream  reas s em bly and stateful protocol 
analys is . Th is  article is  going to briefly introduce 
Snort to you, h ow  to attach  it to your netw ork  and 
w h e re  to look  next. As  th e  s e rie s  progre s s e s , w e  w ill 
look  at advanced tech niq ue s  such  as  defragm entation, 
custom  rules  and m uch  m ore .

ATTACH ING SNO RT TO  YO UR  NETW O RKS
  Before  going into com piling and configuring snort, 
it is  im portant to understand th at Snort, lik e  oth e r 
Netw ork  IDS solutions  m ust be  attach ed to your 
netw ork  at th e  correct location, oth erw is e  th e  
effectivene s s  of th e  IDS solution is  reduced. 
Typically th e  be st location for sm all and m edium  
s ized bus ine s s e s  is  to m onitor link s  to/from  th e  
Internet. In a sw itch ed environm ent th e  router(s) to 
th e  Internet are  connected to a sw itch  port or VLAN, 
m ost enterpris e  grade  sw itch e s  support w h ats  called 
port m irroring, or for Cisco us e rs  “SPAN”. Th is  
allow s you to configure  th e  sw itch  to tak e  port or 
vlan traffic and duplicate it out a m irroring port. Th e  
dow ns ide  to port m irroring is  th at on som e  sw itch e s  
under h eavy load you can s e riously im pact th e  
perform ance of th e  sw itch , also if th e  traffic you are  
trying to m onitor exce eds  th e  capabilitie s  of th e  
m irroring port, you w ill not be  able to m irror all 
pack ets  at h igh  netw ork  utilization.
  Anoth er option is  to ins e rt a h ub in-line , and attach  
th e  IDS to th e  h ub, allow ing norm al traffic to flow  
acros s  th e  h ub. Th e  dow ns ide  to th is  m eth od is  th at 
data los s  occurs  due  to collis ions  at h igh  bandw idth  
utilization, it create s  an additional s ingle point of 
failure  and you w ill lose  full-duplex capabilitie s . A 
m ore  expens ive option is  to us e  netw ork  taps , taps  
are  discus s ed in length  at 
h ttp://w w w .snort.org/docs/#de ploy. Cost, m ultiple 
NICs and sligh tly m ore  com plex installation due  to 
th e  addition of ch annel bonding in order to do 
stateful analys is  are  th e  dow ns ide s  to us ing netw ork  
taps .
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  For a typical sm all or m edium  bus ine s s  netw ork , 
w h e re  LAN bandw idth  utilization is  low , and th e  IDS 
is  focus ed on low -bandw idth  Internet link s , a sw itch  
capable of port m irroring s h ould be  sufficient. W ith  
larger netw ork s  th e  cost of a tap is  le s s  cost 
proh ibitive .

GETTING SNO RT
  Th e  late st vers ion of snort at th e  tim e  th is  article 
w as  w ritten is  2.4.3. Before  installing snort, you m ay 
h ave to install pcre  (Perl Com patible Regular 
Expre s s ions) re q uired by snort. Both  pcre  and snort 
support th e  usual PO SIX ./configure  ; m ak e  & &  
m ak e  install. If you're  not building from  source , 
you'll need to ch eck  if snort is  available for your 
Linux distribution.
  O nce built and installed, w e  can do a couple of 
ch eck  te sts  of snort in sniffer m ode . Running ./snort -
vde  s h ould dum p real tim e  pack et date  out to th e  
local term inal, h it ctrl+ c to stop it, and scroll up to 
m ak e  sure  its  w ork ing. Snort w ill also log pack et data 
for you, ./snort -l /tm p/te stlog -b (as sum ing you h ave 
created a /tm p/te stlog directory) w ill log th e  pack ets , 
w h ich  can th en be  read back  via Eth ereal or snort 
its elf us ing ./snort -dv -r pack e t.log.

SNO RT IN-LINE
  Snort supports  integrated intrus ion prevention 
system  capabilitie s  w ith  th e  snort_ inline  feature . Th is  
feature  rece ive s  pack ets  from  iptables  instead of 
libpcap and th en applie s  rules  to h elp iptables  accept 
or drop pack ets  bas ed on Snort rules . W e w ill look  at 
Snort's  IPS feature s  in a future  article.

CO NFIGURING SNO RT
Since th e  purpos e  of th is  article is  to introduce snort. 
Th e  config file for snort is  located in /etc/snort.conf 
if you installed from  source , you'll need to copy it 
from  ./etc/snort.conf in th e  source  tre e . Th e  
configuration file is  fairly straigh t forw ard, to get 
running s im ply configure  th e  H O ME_ NET to m atch  
your local netw ork , you m ay also w ant to tw eak  th e  
rules ets  depending on th e  rules  you are  us ing. 
M odify RULE_ PATH  to /etc/rules  or your ow n 
custom ized path . In addition to snort.conf, you w ill 
need to copy clas s ification.conf, reference .conf and 
unicode .m ap to /etc. Th e s e  are  all in th e  ./etc 
directory in th e  source  tre e .

RULES
  At th e  h eart of snort are  th e  rules . W ith out th e  rules  
Snort becom e s  q uick ly outdated and is  le s s  effective . 
Th ere  are  four different s ets  of rules  distributed for 
Snort. Th e  Com m unity Rules  are  available for fre e  
and are  distributed under th e  GPL. Th e  oth er th re e  
s ets  are  variations  of th e  Sourcefire  VRT Certified 
Rules  –  unregistered, registered and subscription. 
Th e  unregistered rules  are  updated w ith  each  m ajor 
releas e  of Snort, m aybe  once a q uarter. Th e  
registered rules  re q uire  agre e ing to a licens ing 
agre em ent, and are  releas ed 5 days  after th ey are  
m ade  available to subscribers . Subscribers  pay a 
m ode st fe e  for real-tim e  acce s s  to new  rules . O nce 
you h ave your rules , copy th e  rules/ contents  over to 
/etc/rules  unles s  you ch anged th e  path  in th e  
snort.conf.

RUNTIM E
  Snort is  now  ready to go, to start it up s im ply 
execute :

m k dir -p /tm p/te stlog
./snort -d -l /tm p/te stlog/ -c /e tc/snort.conf

  Th e  /tm p/te stlog directory is  w h e re  snort w ill store  
its  log file s , you w ill w ant to m onitor th e  alert log. 
Now  th at you are  up and running, you w ill need to go 
back  over th e  configuration file s  in detail, look  at th e  
Snort docum entation on h ow  to w rite  your ow n rules , 
and tw eak  th e  rules ets  to be st suit your ne eds .

FURTH ER  READING
  Th e  snort.org w ebs ite  h as  a cons iderable am ount of 
docum entation, papers  and articles  th at go into m any 
different aspects  of snort and intrus ion detection. If 
you are  intere sted in a book , Snort 2.1 Intrus ion 
Detection by Syngre s s  is  a good w ay to get started 
q uick ly w ith  snort, but doe sn't cover th e  Intrus ion 
Prevention feature s  in 2.3.0 and later.
  Th e  Prelude IDS fram ew ork  for integrating different 
IDS source s  is  w orth  a look , th e  project s ite  is  
available at h ttp://w w w .pre lude -ids .org. 

NEXT
Th e next IDS article w ill look  at te sting th e  Snort 
installation, autom ated rule update s , barnyard and 
Snort frontends . 






